socket demo

What are we doing

creating a simple shell script to be run
add service to /etc/services

add script to /etc/xinetd.d for the service
restart xinetd to start

test with telnet

use ntsysv to start and stop

check and see what ntsysv is doing




Create a script

This is what will run when we access out service

File Edit Settings Help
[bmegrath@thermador socketdemo}]s more byteme
‘#!/bin/sh

/bin/echo "GIGA-BYTE ME!" [ Jusr/bin/tee /tmps/byteloyg.txt
/bin/date >> /i yvtelog. txt

[hmegrath@thermador socketdemo]s

Start a shell /

Cheerful networking message tee'd to a log file
which has the date and time appended to it

Test it from the command line

Sends message to stdout

Sends message and timestamp to log file

/socketdenn o

File Edit Settings Help

[bomcgrath@thermador socketdeme]s . /byteme

GIGA-BYTE ME/!

[bmcgrath@thermador socketdemo]$ more /tmp/byteloyg. txt
GIGA-BYTE ME!

Thu May 2 15:01:42 PDT 2002

[hmograth@bhermador socketdemo]s []

Make sure you are not at root (you should be able
to run the service as anybody)




Pick a name and number

Sockets with numbers less than 1024 are root

When you pick a number grep against /etc/services to
make sure it's not already used.

We'll try 1234

= bnc f
F File Edit Settings  Help

[bmcgrath@thermador socketdemo]s$ grep 1234 /etc/services
[bmegrath@thermador socketdemo]s
fbmograth@thermador socketdemols grep 8080 Setc/services

webcache 8080/tcp # WWW caching service
webcache 80280/udp # MWW caching service
[fhmegrath@thermador socketdemo]s

1234 is not used - 8080 is

Check for references In
xinetd.d

3 bncgrethethernodor:. ; Jeocketdema oo R
File Edit Settings Help

[bmcgrathéthermador socketdemo]s grep 1234 /etc/zxinetd.d/*
[hmegrath@thermador socketdemo]s [|

In case there's a script in xinetd.d calling a service not in
/etc/services




Select an improbable name
and add a new entry in
/etc/services

[ File  Edit settings  Help

vhoxd 20012 /udp # voice box system [
binkp 24554 /tep # Binkley ;
binkp 24554 /udp # Binkley

asp 27374/tep # Address Search Protocol
asp 27374 /udp # Address Search Protocol |
tfido 60177/ tep # Ifmail

tfido 60177/udp # Ifmail

fido 60179/tcp # Ifmail

fido 60179 /udp # Ifmail

# Local services /
chomper 1234/tep #damo socket program]] ;
[ INSERT — |

After the # Local Services header at the end

=

File

9 P

oot@thermador /rootj# cp /jetc/services Jetc/services.org
oot@thermador /rootj# [|

If you don't save these config files - you are going to hell in




create a chomper script in
/etc/xinetd.d

F File Edit Settings  Help

B default: on Ll
service chomper

disable = nec
port = 1234

socket_type = stream

wait = no

user = nobody

server = Jopt/socketdemo/byteme

log on_success += USERID
log on_failure += USERID
}

[ichomper® 125, 212¢C é‘j

The fields

disable - determines state when xinetd starts

port - number associated with service

socket_type - streams (tcp) or dgram (udp) mostly

server - the program you want to run ABSOLUTE PATH!
user - entry must by in /etc/passwd (nobody = everybody)

wait - yes = single thread / no = multithread




restart xinetd

File Edit Settings Help

[root@thermador xinetd.dj# service xinetd restart

Stopping xinetd: r
Starting xinetd: I
[root@thermador xinetd.d}#

31
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try it from another station

telnet <ip address> 1234

Command Prompt - telnet 10.100.13.131 =]
-
un0§ 5.7

login: root

assword:
ast login: Thu May 9 16:83:48 from 18.180.29.138
un Microsystems Inc. Sun0s8 5.7 Generic October 1998

telnet 10.10QA.29.138 1234
rying 18.18@.29_.138...
onnected to 10.100_29_.138.
scape character is **1'.
IGA-BYTE ME?

onnection closed by foreign host.

4] | ¥ 4




If you have a problem...

Command Prompt — 10 x|
unQ§ 5.7 ;I
. ir |

login: root

assword:

ast login: Thu May 9 14:42:42 from 168.1.200.198

un Microsystems Inc. Sun05 5.7 Generic October 1798

telnet 10.1980.29.138 1234

rying 10.180.29.138...

onnected to 18.16868.29.138.

scape character is *71°.

usr hinstee: stmprhytelog.txt: Permizssion denied

IGA-BYTE ME*

opt-ssocketdemosbyteme: stmpsbytelog.txt: Permiszion denied

onnection closed by foreign host. X
KN | T

You tested the program on your station with wrong
permissions for nobody. You don't have permission to
overwrite the file

port 1234

File Edit Settings Help

[root@thermader /root]# mmap 10.100.29.1382
Starting nmap V. 2.53 by ryodor#@insecure.org ( www.insecure.org/nmap/ )
Interesting ports on (10.100.29.138):
(The 1512 ports scanned but not shown below are in state: closed)
Port State Service
21/tcp open ftp
22/tcp open ssh
23/tcp copen telnet
78/tcp open finger
80/tcp open http
111/tep open sunrpc
113/ tcp open auth
443/ tcp open https
— ehen prae
| 1234/tq; open hotline
Bt e—opan X1
Nmap run o leted —— I IP address (I host up) scanned in 21 seconds

H Eoot@‘thermador /root]# []

[




service startup

ntsysv allows check/uncheck control of service start

what's it do??

unchecking chomper
sets disable to "yes"
in
letc/xinetd.d/chomper

>




