Services:
ntp — network time protocol

David Morgan
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Staying on the beat

“The ntpd program is [a daemon] which sets and raaist
the system time of day in syncronism with Interrtahdard
time servers. ...[It] operates by exchanging messaiés

one or more configured servers at designated melivals.”

ntpd man page
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But first...
... aword about the clock(s)

“There are two main clocks in a Linux system:

“The Hardware Clock...runs independently of anytogrprogram
running in the CPU and even when the machin@oiwered off.

“The System [Clock] is...inside the Linux kernedarhas meaning only
while Linux is running on the machine. The Systeimdis...the number
of seconds since 1969 [and] is the time that matfEne Hardware
Clock's basic purpose in a Linux system is to kiep when Linux is not
running. You initialize the System Time to the tifrem the Hardware
Clock when Linux starts up, then never use the ttard Clock again.

hwclock man page
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Clocks’ interrelationship

machine off

— none, system clock nonexistent

upon transition (off on,on off)

— one-time setting of one clock from the other
machine on

— clocks operate independently

— some fixed differential
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Workstation has 2 clocks

a “hard” oneaka

(57 )

(,;\I)g — bios clock
hardware — motherboard clock

clock — cmos clock

— realtime clock

- — hardware clock
T
tj\é a “soft” oneaka
system - 0S clock

clock

— software clock
— system clock
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2 commands: date & hwclock

date

— sets or shows the system clock exclusively
hwclock

— sets or shows the hardware clock exclusively
— but can also cross-set either from the other
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Ways to set hardware clock

manual commands

— hwclock --set --date=" <date> é&.g. “0/22/96 16:45:05"
— hweclock --systohc

BIOS interface
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System clock

stored as seconds since midnight UTC, 1/1/]
displayed with possible timezone adjustment

I Tera Term Web 3.1 - 192.168.3.12 YT N =100x]

File Edt Zetup Web Control Window Help

[root@CHANG ~]# rn Jetc/localtime Al
¥

[root@CHANG ~]
ot ~1# date +%s

stored time: continuous and invariant, unaffecteatenging the timezone
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Cross-setting clocks w/ hwclock

hwclock --hctosys

AT AT
X “\ or A i

2 - =
Cf\\\\ N T N
N/ o

hwclock --systohc
hardware system
clock clock
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Ways to set system clock

manual commands

— date

— hweclock --hctosys

syncing to another time source
— a network time server

— connected hardware (radio, GPS)
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System clock

stored as seconds since midnight UTC, 1/1/7
displayed with possible timezone adjustmen

E Tera Term Web 3.1 - 192.168.3.12 VT
Ble Edt Setup Web Cortrol Window Help
[Toot@CHANG ~]# cp —f /ust/share/zonsinfo/Anericaslos hngeles setc/localtine  |a]
[ rootCHANG ~]#
[root@CHANG =t etat nyfile —format="#x storedse—tli-sag since 1963°
2006-05-23CT5 40: 10000000000 —0700  stored as 1148424010 dec since 1969
[ rootECHANG T

nyfile

[root@CHANG ~1# 1s
ot rdgt 0 May 23 15:40 myfile

) =10l x|

re-r—r— 1 ro timezone invariant
[root@CHANG ~]#

[ root@CHANG ~ 14
[root@CHANG ~]# cp —f /Nr/share/zoneinfo/inericasNew_Yor) /etc/localtine

[root@CHANG ~]#
[root@CHANG ~Hstar nyfidk —format="4x  storege=—fi~sag since 1969
2006-05-23CT0 40: 1D0RAAMNIYD 0400 stored asC1148424010 dec since 1969
[root@CHANG T

[roatoCHANG ~1# 1s -1 nyfile tIMEZONe sensitive

ry-r——r— 1 root root 0 May 23 18:40 myfile
[root@CHANG ~1#
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Automated setting junctures

bootup (n /etc/rc.dirc.sysinif)

,:’\" > hwelock --hctosys £

T\J T\J

N Y Ny
shutdown(in /etc/rc.dfinit.d/halt)

/(‘"7>\ hwelock --systohc LT

T\ T\

NS Ny
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Any adjustments needed?

in society

local time = UTC time + atimezone adjusmtment
in unix

system clock represents local time

hardware clock represerggherlocal timeor UTC

so,either.
system clock = hardware clock + atimezone adjest]
or:

system clock = hardware clock
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Time adjustment

hwclock --hctosys

AT AT
1~ “\ A A
L A or —
T\J T\
N/ o

hwclock --systohc

hardware system

clock clock

adjusts upon transferif hardware clock represents UTC

adjustment purpose is timezone compensation
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So hwclock needs to know...
which time hardware clock represents

“It is your choice whether to keep your clock in Or
local time, but nothing in the clock tells whi
you've chosen.”

hwclock man page

which timezone to use if hardware clock is UT(
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How does hwclock know which time
hardware clock represents?

you tell it via command line option
--localtime
--utc  or

what it represented last time

— as stored in /etc/adjtime else

local time

© David Morgan 200

hwclock’s “--localtime” vs “--utc”

informs hwclock how to interpret the time
value it finds in the hardware clock

assume that's 1 o’clock pm (13h)

hweclock --show —localtime

means “Output the local time, find out what itrisrh the hardware
clock whose time assume to be the local time.” Wiliput 1 o'clock pm.

hweclock --show —utc

means “Output the local time, find out what itierh the hardware
clock whose time assume to be UTC time.”
In Los Angeles will output 6am or 5am, 7 or 8 hobesind London
depending on time of year (L.A. rules, from /etcétiime)
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“--utc” different meanings to date & hwclock

date --uté hwclock --ut@

base clock is: |the system clock |the hardware clock

base clock keepsthe local time glways)| the utc time

to be displayed: |utc time local time(always)

1tells date which time to display, namely the utceim

2tells hwclock which way to interpret the base clock
(time to display is implicit, given, always local)
© David Morgan 200




“--utc” different meanings to date & hwclock

E Tera Term Web 3.1 - 192.168.3.12 ¥T u |
File Edit Setup Web Control Window Help

[root@CHANG ~]1# date

Tus May 30 12:00:36 FDT 2008 i i

[ront@CHANG ~]# noon is local time to both commands
[root@CHANG ~]4# hwcoclock ——show ——localtine

Tue May 30 12:00:39 2006 -0.150896 seconds
[root@CHANG ~]#

[root@CHANG ~]#

[root@CHANG 2 # date ——utc
Tus May 3000-43 UTC 2006 utc, at 7 hrs ahead of local
[root@CHANG ™ ]#

[root@CHANG < ]# hwclock —-show ——utc

Tus May 30‘00.48 2006 -0.51B464 seconds
[root@CHARG14 I local, at 7 hrs behind utc
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How do date & hwclock know which
timezone to use?

according to /etc/localtime file
society’s rules

— many zones

— a UTC-offset ruleset for each

/usr/share/zoneinfo/ holds a file containing ead
ruleset

/etc/localtime is set to one of them, by
— being a copy of itor
— being alink to it

© David Morgan 200

Tolons Tame Zone Mg

Indiana Time Zane Infa - Time Zones by County- fies moving to Eastern Time
Time Zone Map - Find the Tirme Zone for any Indiana Cormunity (sver 800 listec)

Local time TheCumertTimain The CurantTanain | SIS TR 0 T ot

rules are

Eastem Time Zone Central Time Zone Central to Eastem Time effective uhen Daylight Saving
7osemEsT  wespm cor [l s

Indliana Time Zone Map by County
Counties inyellow are in the Central Time Zone
N Tis wabsi st offial ime zonas 32 =t by the U.5. Degt. of Transpartatian, Some communities and towns may

j u ri Sd | Ct| on- e b R e e

STARKE.

Speclfl C, PORTE\R?\:.L-PORTE
arbitrary, and
particular

T WAYNE

[ "’N DuBOIS
Ve

Timezone definition files

B Tera Term Web 3.1 - 192.168.3.12 ¥T D =10l x|

File Edi Setup Web Control Window Help

[root@CHANG ~1# ls /usr/share/zoneinio/nerica/ |
lAdak Chihuahua Guyana, Hexico City Rio_Branco
lnchorage Cozdaba. Halifaxz Higuelon Rosario
linguilla Costa_Rica  Havana Henterrey Santiags
lant igus Cuiaba Hermosillo  Montevideo Santo_Doningo
laraguaina Curacan Indiana, Hontreal Sao_Paulo
+ D Ind i

ruba Davsan Tnuvik Hassan Shiprock
lksuncion Davson Cresk Igaluit Hev_York St_Johns
latia Denver Jamaica HNipigon St Kitts
B Detroit Jujuy Hone 5t Lucia
Barbados Deminica Junean H + Thomas
B=len Ednonton entucky North Dakota — 5t_Vincent
Belize Eirunepe Enoz_IN Panana Swift_Current
Boa_Vista El Salvador La_Faz Pangnirtung Tegucigalps
Bogota Ensenada Paranaribo Thule
Baiss Fort_Uayns Phoeniz Thunder_Bay
Buenos_Airss  Fortaleza = Port-au-Prince Tijuana
Canbridge_Bay Glace_Bay Maceio Port_of_Spain  Toronto
(Canpo_Grande  Godthab Hanagua Parta_hore ortola
(Cancun Goose_Bay Manan Parta_velho Vancouver
(Caracas Grand_Turk  Martinique  Puerta_Rico Virgin
(Catanarca Grenada azat lan Rainy_River Whitehorse
(Cayenne Guadeloupe  Hemdoza Rankin_Inlet  Vinnipeg
(Caynan Guatenala Menonines Recife Takutat

1cago Guayaquil Merida Regina Yellowknife :1
[rootechans ~12 =

...please choose one
...and put it in /etc/localtime
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VANDERBURGH ﬁ K)\'ARRJCKIWER FERRY
Setting your timezone
I Tera Term Web 3.1 - 192.166. VT i =101

Fle Edic Setp Web Control Window Help

[root@CHANG ~1# ls -1 ‘usr/share zoneinio/Anerica Los Angeles =
"rur——r— 4 root roat 1017 Apr 30 2005 susr-shareszoneinfosAnericaslos Angels

<
[root@CHANG ~]4#

[root@CHANG ~1# cp /usr/share/zoneinfo/merica’Ios_kngeles /etc/localtine
[root@CHANG ~]#

[ract@CHANG ~1# ls —1 setc/localtine

—r-—r—- 1 root root 1017 Jul 4 13:40 seto/localtine

[root@CHANG ~]#

[root OCHANG ~

[root@CHANG ~]# cnp ‘usr/share/zoneinfo dnerica-los_kngeles /eteslocaltine
[root@CHANG ~1# B

—rv-

#
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hwclock --hctosys --localtime

T
) I\ - ~
coha BEFORE S
\ J 15 N
Ny 1)
hardware hwclock --hctosys system
clock clock
AN AT
Al e AFTER LA
o S \ /
N ey

scripted on boot, in /etc/rc.d/rc.sysinit

(if UTC=false in /etc/sysconfig/clock) © David Morgan 2001
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hwclock --systohc --localtime

AT AT,
rora BEFORE £ 1A
CoJ T NJ
N/ oy
hardware hwclock --systohc system
clock clock
AT AT
! AFTER e
CoJ RN
Ny o

scripted on shutdown, in /etc/rc.d/init.d/halt

(if UTC=false in /etc/sysconfig/clock) © David Morgan 2001

hwclock --hctosys --utc

T T~
AN AT
Lo BEFORE A
(VRN N
M/ oy
hardware hwclock --hctosys system
clock clock
adjusts system clock to 7 hours behind hardware cbé
AT AT
P IS A
\
£ 1 3 AFTER £ [ g
Y% iy

scripted on boot, in /etc/rc.d/rc.sysinit

(if UTC=true in /etc/sysconfig/clock)
© David Morgan 200

hwclock --systohc --utc

AT AT
£ A BEFORE AU
CoJ VN
N/ o

hardware hwclock --systohc

system
clock clock

adjusts hardware clock to 7 hours ahead of systeniack

AN AT

- A A
Al ! AFTER e
\ N v N
S/ Ny

scripted on shutdown, in /etc/rc.d/init.d/halt
(if UTC=true in /etc/sysconfig/clock)
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Two reference files

letc/sysconfig/clock

— used by startup/shutdown scripts
— commands don't use it
/etc/adjtime

— used by hwclock
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letc/sysconfig/clock

UTC=true,yes

— inserts --utc” option in hwclock call in
boot/shutdown scripts

UTC=no,false

— inserts --localtime” option in hwclock call in
boot/shutdown scripts

© David Morgan 200:

letc/sysconfig/clock

ZONE="filename”

determines which zonefile from /usr/share/zoneinfo
to copy to /etc/localtime. Examples:

ZONE="US/Eastern”
ZONE="America/Los_Angeles”

© David Morgan 200




/etc/adjtime

B Tera Term Web 3.1 - 192.168.3.12 ¥T i

File Edit Setup Weh Contral Window Help

[root@CHANG ~1# hwclock ——sst ——date-'05/30/06 12:00:00" C=localting)
[root@CHANG ~1# hvclock —show —localtine

Tue Moy 30 12:00:08 2006 —0.511651 seconds

[root@CHANG ~]# hvolock —hotosys date

Tue Moy 30 12:00:17 FDT 2006

[root@CHANG ~]# cat /etcaditine

0 015754 1149015500 0.000000

hwclock —-set —-date="05/30-/06 12:00 uu”

—0.293067 seconds
—hctosys date
&

(IDCAI

ol

[rumt@CHANG
[rooteChallc ~1F
Tue Hay 3
[rnnt@CHANG ~]# hwe
e Moy 30 12:00.08 EDT
[root@CHANG ~]# cat retc/adied
0.016754 1143015600 0.000000

@U memorizes choice of hardware clock
ZracHaNG ~1¢ time interpretation as of last setting

£\
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How to read the hardware clock

hwclock --show --localtime
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Setting the hardware clock

i
Fle Edit Setup ‘web Cortrol Window Help
[Toot@CHANG “1# cat setc adjtine =

—06368.028552 962737399 0.000000

[root@CHa] hoclock —test —debug ——systclh ~
5 grep -E ° t | St /
Esrdvare clod is onocal tind)
ssusing hazdnie clooh e m
Setting HardwsrN\Clock to 13:23 S62+47713 seconds since 1963

[rootGCHANG ~14

OCAL

C

[xoot@CHANG ~1¥ hw
5 grep E 'is on|ke

Hordvare clack iz onQocal tind) 4
iosuying hasdvara £10 m@
<iting Ferdrare Clook o 2053 SeaiETTd seconds since 1969
1*

[ root@CHANG

ock ——test —dsbug ——systdf

4
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S

Setting the hardware clock

_IEl
File Edit Setup ‘web Cortrol Window Help
[xoot@CHANG “1# cat setcraditine =)

—06368.028552 962737399 0.000000
29

hwclock ——test ——debug ——systclh N
s et W

L
Clock to 13:25:10 SeeP47I10 seconds since 1969

Assumng hardw

Setting Hardwars
[root@CHANG ~]4
[root@CHANG ~14# hw
5 grep -E 'is on|ke;

Hardwars olock is nn ’d
iosuying hasdvara L10%
St ting Hardvare Clook to 2025 SeaFETTl seconds sincs 1363
~1

[root@CHANG

ock ——test —debug —systcf

4
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Network time protocol

sets the system time

notthe hardware time
implemented by ntpd

ntpd isbothclient and server

— configuration for particular IPs specifies whiclesoto
play against them

— in ntpd.conf
runs on port 123 (both ends)
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Configuring ntpd

extensive options, but you only need a few

finding config documentation

— on ntp project page
http://www.eecis.udel.edu/~mills/ntp/html/ntpd.html

— recently embodied in man (5) pages
ntp.conf, ntp_acc, ntp_auth, ntp_clock, ntp_migp, mon

“server” “restrict”
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Configuring ntpd

Configuring Your Server or Client

Two main keywords

..A working configuration file might look like...: server address [options ...]
# peer configuration for host whimsy ...this command normally mobilizes a persistent E@nt mode association
# (expected to operate at stratum 2) with the specified remote server or local refemce clock.... In client mode the
client clock can synchronize to the remote serveor local reference clock,
but the remote server can never be synchronized tthe client clock.

ntp.conf man page

server rackety.udel.edu
server umdl.umd.edu
server lilben.tn.cornell.edu

restrict address [mask mask] [flag][...]
driftfile /etc/ntp.drift
Clients can be denied service because they are €gjtly included in
...When configured using the server keyword, this st can receive synchronization from any the restrict list created by the restrict command...
of the listed servers, but can never provide syncbnization to them. Unless restricted..., this host . . i .
can provide synchronization to dependent clients, hich do not have to be listed in the --flag always restricts access, i.e., an entry Wino flags indicates
configuration file. Associations maintained for thee clients are transitory and result in that free access to the server is to be given..more restrictive flags will often
no persistent state in the host make less restrictive ones redundant.
ntp_acc man page
http://www.eecis.udel.edu/~mills/ntp/html/notes.htm
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Finding time servers
“restrict 127.0.0.1”

apparent meaning

— 127.0.0.1 is to be restricted

actual meaning

— place listed restrictions on 127.0.0.1

— but none are listed

— s0 means “127.0.0.1 is to be not restricted”
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L o Local relay servers for ntp
Performing initial synchronization

ntp won't update systems with wildly wrong
times
set approximate time before running ntpd
by running ntpd —q

(quits as soon as it first sets time)

then start ntpd for continuous, server
operation

from: Managing Accurate Date and Time, Avi Alkalay
http://mwww.tldp.org/HOWTO/TimePrecision-HOWTO/
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Server stratum

stratum 1, primary reference
(gets time from calibrated clock device)

strata 2-255, secondary reference
(gets time via NTP)
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Windows client

double click

Q © David Morgan 200

ntp
protocol
header
structure
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ntp protocol message format

© David Morgan 200

ntp protocol message format
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Info

www.ntp.org

extensive documentation by originator David Mills
http://www.eecis.udel.edu/~mills/ntp/html/index.hitm

http://www.linuxsa.org.au/tips/time.html

http://www.linuxhomenetworking.com/wiki/index.ph
p/Quick_ HOWTO_:_Ch24_: The NTP_Server

http://www.tldp.org/HOWTO/TimePrecision-
HOWTO/

RFC 1305network Time Protocol Specification, Implementatiand Analysis”
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