Services: Samba
— a file and print server
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What is samba?

an implementation of the SMB protocol
SMB implements Windows' “file and printer
sharing”

integrates alinux machine into a network of
Windows machines, asif one of them

© David Morgan 2003,2004




smb.conf configuration file

file /etc/smb.conf or /etc/samba/smb.conf

[global]

['homeﬁ]

[printers]

[cuson]
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The [global] section

parameters for the entire SMB server
default values for other sections
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The [global] section

choose unique machine (netbios) name
match existing workgroup or domain name

[global]

netbios name = EMACH1
workgroup = ACME
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“Computer Name’=netbios name

Network

Configuration  |dentification |Access Control i

|B ‘Windows uses the following information to identify palr
= computer o the network. Please tupe a name for this
computer, the workaroup it will appear in, and a short

description of the computer.

Computer

Bstinton Imd fa\thfu\

Cancel

SMB networking characteristics
samba must conform to join

\ “netbios name” setting
\ “workgroup” setting
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Custom sections

share a specific directory
specificaly control who can access it

[acct]
path = /home/acct
valid users = @acct
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Custom sections
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Custom sections

55 Network Neighborhood

| Fle Edt View Go Favoites Help
| Address [ Network Neighbierhood

[sharedstuff] : =2

Entie Network  Emach Micron
path = /home/shareme
. Ele  Edit Miew Go Favaites *
pUb“C = y% 3 object(s) Jﬁ@dreml@\\l{mach‘\ j
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fin \\EMACH1\sharedstuil
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(but not yet writeable)
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myseciets  passwordist ikt

1 object(s] selected
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Custom sections

[sharedstuff]
path = /home/shareme
public = yes
writeable = yes

a passwordlist txt - WordPad !ﬁ
File Edt View Inset Format Help

makes it writeable S EE R =T
(provided files permissions roor
a”OW) passwurdl

For Help, press F1
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The [homes] section

share users’ home directories

directory not specified, deduced from user’s
identity

[homes]
browseable = no
writeable = yes

create mode = 0750
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The [homes] section

[homeS] S Metwaork Neighborhood

I File Edit “iew Go Favaoites Help
| Adiess [B5 Network Neighborhood

2 = =
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makes these visible 2 Enachi
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p g B
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(to user david only)

requires same username be on both machines
requires login using that name in Windows
another user would see his respective directory (if any)
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The [homes] section

[homes]

browseable =

eliminates the
unwanted “ homes’

no

e B =5

Entite Network — Emach1 Micran

O Emachl
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sharedstuff

where'd it go?
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The [homes] section

[homes]
browseable = no

makes it readable
(but not yet writeable)

SAEMACHT\davidvD ocument. doc
This file cannot be accessed.

AN

Make sure that you have security privileges an the netwark drive.
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The [homes] section

| Ele Edt Yew Go
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makes it writeable
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Bare essentials
fileserver configuration

file /etc/smb.conf or /etc/samba/smb.conf

[global]
netbios name = EMACH1
workgroup = ACME
[homes]
browseable = no
writeable = yes
[sharedstuff]
path = /home/shareme
public = yes
writeable = yes
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Giving effect to smb.conf

restart the smb server to reread the config file

equivalent alternatives

— [etc/re.d/init.d/smb restart

— service smb restart
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Samba passwords

samba has its own passwords

required on 1% access

| Address [B5 Network Neighborhood

2 5 85

Entire Network — Emach

Ele Edit Miew Go Favaites ™
1 obiectil selected || Address [B vEmach

@

david

sharedstulf

Enter Network Passwoid

You must supply & passward to make this connection:

Resource:  MAEMACH1\DAVID

Passwoid: |

™ Save this password ir your password list
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Samba passwords

kept in /etc/samba/smbpasswd
samba users must also be system users (in /etc/passwd)
create /etc/samba/smbpasswd file from /etc/passwd
— cat /etc/passwd | mksmbpasswd.sh > /etc/smbpasswd
— chmod 600 /etc/samba/smdpasswd
add subsequent usersindividualy
— smbpasswd —a <username>
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Using webmin to drive samba

webmin does not drive samba
webmin drives configuration files
configuration files drive samba
webmin isreally afancy editor
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Using webmin — initial

smb.conf

(empty)

>

let'sgo here
o
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Using webmin — globals

——— consauen

smb.conf

\ (alobal]
\\A workgroup = ACME

[~ netbios name = EMACH1
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Using webmin — custom share

«— '€'sgohere
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Using webmin — custom share

consequent
smb.conf

[global]
© workgroup = ACME
\ netbios name = EMACH1

™ [shareme]
path = /home/shareme
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Using webmin — write enable

\ |et’ng here
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Using webmin — write enable

let'sgo here
/
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Using webmin — write enable

consequent
R — smb.conf

[global]
workgroup = ACME
netbios name = EMACH1

shareme]
% writeable = yes
public = yes
path = /home/shareme
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Using webmin — giving effect

go here
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