Services: Apache —
a patchy web server
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The Whole Business

“...the whole business of aweb server isto translate a URL
either into afilename, and then send that file back over the
Internet, or into a program name, and then run that program
and send its output back. That is the meat of what it does: al
the rest istrimming.”

Apache, The Definitive Guide, page 1
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A Web Site = a Directory

RedHat default: /var/iwww

Holds “what to send” to connecting clients
— content of filesin: /var/www/html, or
— output of programsin: /var/www/cgi-bin
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FILE CONTEN'
PROGRAM OUTPUT

Subliminal message
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4 important directories

For HTML scripts Ivar/www/html

For programs /var/www/cgi-bin
For config files /etc/httpd/conf
For logs /etc/httpd/logs -> /var/log/httpd

© David Morgan 2003,2004

Default directories and files

| I
Server Root entRoot
| html | |cgi-‘bin| |err0r | | manual |
httpd.conf ~ access log i noindex.ntml index.html
error_log v A
your your
webpage files executables

(index.html et.al.)
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FILE CONTEN'
PROGRAM OUTPUT

Subliminal message
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Placeholder default test page

Ivar/www/error/noindex.html

appears as long as administrator supplies no
Ivariwww/html/index.html

Test Page for the Apache Web Server on Red Hat Li =10 x|
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Test Page
This page is used 1o test e proper operation of the Apache Web server aller it has béen nstalled, Tyou ||
can read this page, it means that the Apache Web server mstalled at this site 13 working properly.
If you are the administrator of this website:
You may now add content to this directory, and replace thiz page. MNote that until vou do so, people
wisiting your website will see this page, and not your content.
TF you have upgraded from Red Hat Limn: 6.2 and earlier, then vou are sesing this page because the
default DocumentRoot set in /etc/hrepd/cont/heepd. cont has changed. Any subdirectories which
existed under / home/ hrcpd should now be moved to /var/www Alternatively, the contents of L
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S ) B ©F ] | Document: Done (0431 secs) == =
w oavid Morgan 2003,2004




Apache manual

Ivar/www/manual/
installed by default
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Apache HTTP Server Version 2.0

Search
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Upgrading to Version 2.0 oo =
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Primary config file: httpd.conf

Houses “directives’

Categorized

— global directives — apache process

— default host directives— main “site”

— virtual host directives — other (2, 31, ...) sites
directives number about 150
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Turning services on and off

Services re-read configuration files when
restarted

Starting

— letc/re.d/init.d/<script for service> start  or
—service <script for service> start
Stopping

— letc/re.d/init.d/<script for service> stop  or
—service <script for service> stop
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Turning apache on and off

Re-reads /etc/httpd/conf/httpd.conf when
restarted

Starting

— letc/re.d/init.d/httpd start o
—service httpd start
Stopping

— letc/re.d/init.d/httpd stop o
—service httpd stop
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Running programs - CGl

A way to get a“page,” to send to aclient
Alternative to getting it out of afile (“.htm”)
Instead call aprogram to generate it

Write the program to output webpage-legal
stuff

CGl stands for “common gateway interface”

(which could gain from improvement, asit’s creatively greatly
inhibited)
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Running a CGI program

Put the program file in /var/www/cgi-bin
apache interprets filesin cgi-bin as “runnables’
Run by naming its URL in

— “location/address’ in client/browser

— ACTION=<url> withinan HTML FORM statement
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Virtual (multiple) servers

| P-based
— separate | P address for each virtual server
Name-based

—just one address for al virtual servers
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IP-based: multiple IP addresses

multiple physical interfaces, each with its
own |P

—replicate everything, or

multiple “ip aliases’ on asingle physical
interface

—replicate the virtual, not the physical
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IP-based: nhumber of daemons

Multiple daemons

— allows separate configurations
— performance-expensive

Single daemon

—must share single configuration
— performance-efficient
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IP-based virtual servers

<VirtualHost www.smallco.com>
ServerAdmin webmaster@mail.smallco.com
DocumentRoot /groups/small co/www
ServerName www.smallco.com
ErrorLog /groups/smallco/logs/error_log
TransferLog /groups/smallco/logs/access |og
</VirtualHost>

<VirtualHost www.baygroup.org>
ServerAdmin webmaster@mail.baygroup.org
DocumentRaoot /groups/baygroup/www
ServerName www.baygroup.org

ErrorLog /groups/baygroup/loggerror_log
TransferL og /groups/baygroup/logs/access log
</VirtualHost>

in /etc/httpd/conf/httpd.conf o.iqm organ 2003,2004

IP-based virtual servers

Requires distinct name resolution

— www.smallco.com 111.22.33.44

— wWww.baygroup.org 111.22.33.45
Both addresses for the webserver machine
Apache differentiates by address
Destination address embedded in | P header
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Name-based virtual servers

NameVirtualHost 111.22.33.44

<VirtualHost 111.22.33.44>
ServerName www.domain.tld
DocumentRoot /www/domain
</VirtuaHost>

<VirtualHost 111.22.33.44>
ServerName www.otherdomain.tld
DocumentRoot /www/otherdomain
</VirtuaHost>

in /etc/httpd/conf/httpd.conf
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Name-based virtual servers

Requires common name resol ution

— www.domain.tld 111.22.33.44

— www.otherdomain.tld 111.22.33.44
Apache differentiates by name

Destination name embedded in HT TP request
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Differentiation by name
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Differentiation by name
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Some noteworthy directives

Globa Host

— ServerRoot — User, Group

— Listen — ServerAdmin
— ServerName
— DocumentRoot
— UserDir

— Directorylndex

© David Morgan 2003,2004

ServerRoot

# ServerRoot: The top of the directory tree under which the server's
# configuration, error, and log files are kept.

#

Server Root "/etc/httpd"

from /etc/httpd/conf/httpd.conf

© David Morgan 2003,2004
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Listen

# Listen: Allows you to bind Apache to specific |IP addresses and/or
# ports, in addition to the default. See al so the <Virtual Host>
# directive.

#Li sten 12.34.56.78: 80
Li sten 80

from /etc/httpd/conf/httpd.conf
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User, Group

# 1f you wish httpd to run as a different user or group, you nust run
# httpd as root initially and it will swtch.
#

#
User apache
Group apache

# User/ Group: The nane (or #nunber) of the user/group to run httpd as.

from /etc/httpd/conf/httpd.conf

deskt op: x: 80: 80: deskt op: /var/1i b/ nenu/ kde: / sbi n/ nol ogi n
post gres: x: 26: 26: PostgreSQ. Server:/var/lib/pgsql:/bin/bash
apache: x: 48: 48: Apache: / var/ ww / shi n/ nol ogi n

post fi x: x: 89:89: :/var/ spool / postfi x:/sbin/nol ogin

squi d: x: 23: 23: :/ var/ spool / squi d: / dev/ nul |

from /etc/passwd
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S

erverAdmin

#
#
#
#

Server Adm n webnaster @i nnet. edu

Server Adm n: Your address, where problens with the server should be
e-nmailed. This address appears on some server-generated pages, such
as error docunents. e.g. adm n@our-donain.com

from /etc/httpd/conf/httpd.conf
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S

erverName

#
#
#
#
#
#
#
#
#
#
#
Se

Server Nanme gi ves the nane and port that the server uses to identify itself.
This can often be determ ned automatically, but we recomend you specify
it explicitly to prevent problens during startup.

If this is not set to valid DNS name for your host, server-generated
redirections will not work. See also the UseCanonical Nane directive.

If your host doesn't have a registered DNS nane, enter its |P address here.
You will have to access it by its address anyway, and this wll make
redirections work in a sensible way.

rver Name hostz.linnet.edu: 80

from /etc/httpd/conf/httpd.conf
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DocumentRoot

# Docurent Root: The directory out of which you will serve your

# documents. By default, all requests are taken fromthis directory,
but

# synbolic links and aliases may be used to point to other |ocations.
#

Docunent Root "/var/wwv htm "

from /etc/httpd/conf/httpd.conf
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UserDir

UserDir: The name of the directory that is appended onto a user's hone
directory if a ~user request is received.

The path to the end user account 'public_html' directory nust be
accessible to the webserver userid. This usually neans that ~userid
must have permissions of 711, ~userid/public_htm nmust have pern ssions
of 755, and docunents contained therein nust be worl d-readabl e.

QG herwi se, the client will only receive a "403 Forbi dden" nessage.

o oHHHHHH

UserDir public_htni

from /etc/httpd/conf/httpd.conf
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Directorylndex

# Directorylndex: sets the file that Apache will serve if a directory
# is requested.

#

Di rectoryl ndex index. htm

from /etc/httpd/conf/httpd.conf

© David Morgan 2003,2004

Status codes

returned in status line of httpd reply messages
found in httpd.h

well-known examples

—200-0K

— 404 — not found

— 500 —internal server error

© David Morgan 2003,2004
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server-info

enable in httpd.conf
view by browser

erver Information - Netscape =10l x|
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Apache Server Information

Server Settings, pProxy Connest.so, proxy http.o, proxy fop.e, mod proxy.c,

mod rewrite.c, mod alias.c, mod userdir.c, mod speling.c, mod actions.c,

wod imap.c, mod dir.c, mod negotiation.c, wod vhost alias.c, mod dav fs.c,
wod cgi.c, wod info.c, mod asis.c, mod autoindex.c, mod status.c, mod dav.c,
mod mime.c, mod setenvif.c, mod unigue id.c, mod usertrack.c, mod headers.c,
mod expires.c, mod cern meta.c, mod mime megic.c, mod env.c, mod log config.c,
wod include.c, mod auth digest.c, mod auth dbm.c, mod auth anon.c, wod auth.c,
wod access.c, mod ssl.c, mod python.c, sapi apachez.c, mod perl.c,

mod suth pgsegl.c, mod suth wysgl.c, mod so.c, hetp core.c, prefork.c, core.c

=

Server Version: Apache/2.0. 40 (Red Hat Linux)
Server Built: Sep 4 2002 17:20:34

API Version: 20020628:0

Hostname/port: hostz. linnet.edu: 80

Timeouts: connection: 300 keep-alive: 300

MPM Name: Prefork

AT T i
E & B ©F ) | Document: Done (1322 secs)

server-status

enable in httpd.conf
view by browser

. Fle Edt View Go Bookmarks Tools Window Help

Apache Status - Netscape =10 x|

i ©O Q @ Q @ [ ntpuinostz.innet cdujserver-status &3] [C Search | ﬂo

Apache Server Status for hostz.linnet.edu

Server Version: Apache/2.0.40 (Red Hat Linuz)
Server Built: Sep 4 2002 17.20:34

I

Current Time: Tuesday, 03-Tun-2003 14:41:31 PDT
Eestart Time: Tuesday, 03-Tun-2003 14:27:31 PDT
Parent Server Generation: (

Server uptime: 14 minutes

1 requests currently being processed, 7 idle workers

Scoreboard Key
" " Waiting for Connection, "s" Starting up, 'R" Reading Request,

i

T & B O F]) | Document: Done (0,20 secs)

| ==
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Webalizer

run “webalizer” on server
deposits anaytics in /var/www/html/usage/
view by browser

() Usage Statistics for hostzJinnet.edu - Last 12 Months - Netscape. = =] ]
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Usage Statistics for hostz.linnet.edu B

Summary Period: Last 12 Months
Generated 03-Jun-2003 14:28 PDT
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