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Services: Apache –
a patchy web server

David Morgan

© David Morgan 2003,2004

The Whole Business

“…the whole business of a web server is to translate a URL 
either into a filename, and then send that file back over the 
Internet, or into a program name, and then run that program 
and send its output back. That is the meat of what it does: all 
the rest is trimming.”

Apache, The Definitive Guide, page 1
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A Web Site = a Directory

� RedHat default: /var/www
� Holds “what to send” to connecting clients

– content of files in: /var/www/html, or

– output of programs in: /var/www/cgi-bin
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FILE CONTENT

Subliminal message

PROGRAM OUTPUT
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4 important directories

� For HTML scripts /var/www/html
� For programs /var/www/cgi-bin
� For config files /etc/httpd/conf
� For logs /etc/httpd/logs -> /var/log/httpd
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Default directories and files

etc

httpd

var

/  

html cgi-bin error

www

manual

httpd.conf noindex.html index.html

conf logs

your
webpage files

(index.html et.al.)

your
executables

access_log
error_log

DocumentRootServerRoot



4

© David Morgan 2003,2004

FILE CONTENT

Subliminal message

PROGRAM OUTPUT

© David Morgan 2003,2004

Placeholder default test page
� /var/www/error/noindex.html
� appears as long as administrator supplies no 

/var/www/html/index.html
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Apache manual
� /var/www/manual/
� installed by default
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Primary config file: httpd.conf

� Houses “directives”
� Categorized

– global directives – apache process
– default host directives– main “site”
– virtual host directives – other (2nd, 3rd, …) sites

� directives number about 150
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Turning services on and off

� Services re-read configuration files when 
restarted

� Starting
– /etc/rc.d/init.d/<script for service> start   or

– service <script for service> star t
� Stopping

– /etc/rc.d/init.d/<script for service> stop   or

– service <script for service> stop
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Turning apache on and off

� Re-reads /etc/httpd/conf/httpd.conf when 
restarted

� Starting
– /etc/rc.d/init.d/httpd start   or

– service httpd star t
� Stopping

– /etc/rc.d/init.d/httpd stop   or

– service httpd stop
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Running programs - CGI

� A way to get a “page,”  to send to a client
� Alternative to getting it out of a file (“ .htm”)
� Instead  call a program to generate it
� Write the program to output webpage-legal 

stuff
� CGI stands for “common gateway interface”  

(which could gain from improvement, as it’s creatively greatly 
inhibited)
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Running a CGI program

� Put the program file in /var/www/cgi-bin
� apache interprets files in cgi-bin as “ runnables”
� Run by naming its URL in

– “location/address”  in client/browser
– ACTION=<url> within an HTML FORM statement
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Virtual (multiple) servers

� IP-based
– separate IP address for each virtual server

� Name-based
– just one address for all virtual servers
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IP-based: multiple IP addresses

� multiple physical interfaces, each with its 
own IP
– replicate everything, or

� multiple “ ip aliases”  on a single physical 
interface
– replicate the virtual, not the physical
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IP-based: number of daemons

� Multiple daemons
– allows separate configurations
– performance-expensive

� Single daemon
– must share single configuration
– performance-efficient
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IP-based virtual servers
<VirtualHost www.smallco.com>
ServerAdmin webmaster@mail.smallco.com
DocumentRoot /groups/smallco/www
ServerName www.smallco.com
ErrorLog /groups/smallco/logs/error_log
TransferLog /groups/smallco/logs/access_log
</VirtualHost>

<VirtualHost www.baygroup.org>
ServerAdmin webmaster@mail.baygroup.org
DocumentRoot /groups/baygroup/www
ServerName www.baygroup.org
ErrorLog /groups/baygroup/logs/error_log
TransferLog /groups/baygroup/logs/access_log
</VirtualHost>

in /etc/httpd/conf/httpd.conf
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IP-based virtual servers

� Requires distinct name resolution
– www.smallco.com � 111.22.33.44
– www.baygroup.org � 111.22.33.45

� Both addresses for thewebserver machine
� Apache differentiates by address
� Destination address embedded in IP header
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Name-based virtual servers
NameVirtualHost 111.22.33.44

<VirtualHost 111.22.33.44>
ServerNamewww.domain.tld
DocumentRoot /www/domain
</VirtualHost>

<VirtualHost 111.22.33.44>
ServerNamewww.otherdomain.tld
DocumentRoot /www/otherdomain
</VirtualHost>

in /etc/httpd/conf/httpd.conf
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Name-based virtual servers

� Requires common name resolution
– www.domain.tld � 111.22.33.44
– www.otherdomain.tld � 111.22.33.44

� Apache differentiates by name
� Destination name embedded in HTTP request
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Differentiation by name

Destination domain
name embedded
in HTTP request
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Differentiation by name
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Some noteworthy directives

� Global
– ServerRoot
– Listen

� Host
– User, Group
– ServerAdmin
– ServerName
– DocumentRoot
– UserDir
– DirectoryIndex
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ServerRoot
# Ser ver Root :  The t op of  t he di r ect or y t r ee under  whi ch t he ser ver ' s
# conf i gur at i on,  er r or ,  and l og f i l es ar e kept .
#
Ser ver Root " / et c/ ht t pd"

from /etc/httpd/conf/httpd.conf



14

© David Morgan 2003,2004

Listen
# Li st en:  Al l ows you t o bi nd Apache t o speci f i c  I P addr esses and/ or
# por t s,  i n addi t i on t o t he def aul t .  See al so t he <Vi r t ual Host >
# di r ect i ve.

#Li st en 12. 34. 56. 78: 80
Li st en 80

from /etc/httpd/conf/httpd.conf
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User, Group
# I f  you wi sh ht t pd t o r un as a di f f er ent  user  or  gr oup,  you must  r un
# ht t pd as r oot  i ni t i al l y and i t  wi l l  swi t ch.   
#
# User / Gr oup:  The name ( or  #number )  of  t he user / gr oup t o r un ht t pd as.
#
User  apache
Gr oup apache

from /etc/httpd/conf/httpd.conf

from /etc/passwd

deskt op: x: 80: 80: deskt op: / var / l i b/ menu/ kde: / sbi n/ nol ogi n
post gr es: x: 26: 26: Post gr eSQL Ser ver : / var / l i b/ pgsql : / bi n/ bash
apache: x: 48: 48: Apache: / var / www: / sbi n/ nol ogi n
post f i x: x: 89: 89: : / var / spool / post f i x : / sbi n/ nol ogi n
squi d: x: 23: 23: : / var / spool / squi d: / dev/ nul l
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ServerAdmin
# Ser ver Admi n:  Your  addr ess,  wher e pr obl ems wi t h t he ser ver  shoul d be
# e- mai l ed.   Thi s addr ess appear s on some ser ver - gener at ed pages,  such
# as er r or  document s.   e. g.  admi n@your - domai n. com
#
Ser ver Admi n webmast er @l i nnet . edu

from /etc/httpd/conf/httpd.conf
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# Ser ver Name gi ves t he name and por t  t hat  t he ser ver  uses t o i dent i f y  i t sel f .
# Thi s can of t en be det er mi ned aut omat i cal l y ,  but  we r ecommend you speci f y
# i t  expl i c i t l y  t o pr event  pr obl ems dur i ng st ar t up.
#
# I f  t hi s  i s  not  set  t o val i d DNS name f or  your  host ,  ser ver - gener at ed
# r edi r ect i ons wi l l  not  wor k.   See al so t he UseCanoni cal Name di r ect i ve.
#
# I f  your  host  doesn' t  have a r egi st er ed DNS name,  ent er  i t s  I P addr ess her e.
# You wi l l  have t o access i t  by i t s  addr ess anyway,  and t hi s  wi l l  make 
# r edi r ect i ons wor k i n a sensi bl e way.
#
Ser ver Name host z. l i nnet . edu: 80

ServerName

from /etc/httpd/conf/httpd.conf
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DocumentRoot
# Document Root :  The di r ect or y out  of  whi ch you wi l l  ser ve your
# document s.  By def aul t ,  al l  r equest s ar e t aken f r om t hi s di r ect or y,  
but
# symbol i c  l i nks and al i ases may be used t o poi nt  t o ot her  l ocat i ons.
#
Document Root " / var / www/ ht ml "

from /etc/httpd/conf/httpd.conf
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UserDir
# User Di r :  The name of  t he di r ect or y t hat  i s  appended ont o a user ' s  home
# di r ect or y i f  a ~user  r equest  i s  r ecei ved.
#
# The pat h t o t he end user  account  ' publ i c_ht ml '  di r ect or y must  be
# accessi bl e t o t he webser ver  user i d.   Thi s usual l y  means t hat  ~user i d
# must  have per mi ssi ons of  711,  ~user i d/ publ i c_ht ml  must  have per mi ssi ons
# of  755,  and document s cont ai ned t her ei n must  be wor l d- r eadabl e.
# Ot her wi se,  t he c l i ent  wi l l  onl y r ecei ve a " 403 For bi dden"  message.

User Di r publ i c_ht ml

from /etc/httpd/conf/httpd.conf
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DirectoryIndex
# Di r ect or yI ndex:  set s t he f i l e t hat  Apache wi l l  ser ve i f  a di r ect or y
# i s  r equest ed.
#
Di r ect or yI ndex i ndex. ht ml

from /etc/httpd/conf/httpd.conf
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Status codes

� returned in status line of httpd reply messages
� found in httpd.h
� well-known examples

– 200 – OK
– 404 – not found
– 500 – internal server error
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server-info
� enable in httpd.conf
� view by browser
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server-status
� enable in httpd.conf
� view by browser
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Webalizer
� run “webalizer”  on server
� deposits analytics in /var/www/html/usage/
� view by browser
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