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How data gets envelopedHow data gets enveloped
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A trivial exampleA trivial example

� I want to send you ABC
– I send you 

� you get ABC
– you don’t know if it’s what I sent

– maybe I sent ABD or something

CBA

© David Morgan 2009

A trivial exampleA trivial example

� I want to send you ABC
– A,B,C have ascii codes

65,66,67 totaling 198

– I send you 

� you get ABC or BBC or something
– you add the ascii codes, compare sums

– if they disagree it’s not as I sent it

– if they agree it’s undetermined whether

it’s as I sent it (maybe you get BAC*)

1

9

8

CBA

* two wrongs do make a right
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Error detection mechanismsError detection mechanisms

� based on redundancy
– ultimate redundancy – send an entire 2nd copy

– effective, too expensive

� lower level protocols
– VRC vertical redundancy check – parity

– LRC longitudinal redundancy check – row/column

– CRC cyclic redundancy check

� higher level protocols
– checksums
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Parity checkingParity checking

from our textbook, Computer Networks and Internets, Douglas Comer,

Pearson Education Inc, p. 138
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Parity checkingParity checking

from our textbook, Computer Networks and Internets, Douglas Comer,

Pearson Education Inc, p. 139
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An example An example –– even parityeven parity

� I want to send you ABC
– i.e., 01000001   01000010   01000011

– instead I send    010000010 010000100 010000111

� you get 010000010 011000100 010000111
– you make sure number of 1-bits always even

– it isn’t (number of 1-bits in middle nonette is odd)

– data’s not as I sent it
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An example An example –– even parityeven parity

� I want to send you ABC
– i.e., 01000001   01000010   01000011

– instead I send    010000010 010000100 010000111

� you get 010000010 011100100 010000111
– you make sure number of 1-bits always even

– it is

– undetermined whether data’s as I sent it
(in this example particularly, is it or not?)
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Protocols may feature checksumsProtocols may feature checksums
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Checksum?   what, exactly?Checksum?   what, exactly?

� what do they sum?

� how do they perform the summation?
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Internet ProtocolInternet Protocol

rfc791
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TCP ProtocolTCP Protocol

rfc973

© David Morgan 2009

UDP ProtocolUDP Protocol

rfc768
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ping ping (ICMP echo/echo reply)(ICMP echo/echo reply)

rfc792
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Checksum?   what, exactly?Checksum?   what, exactly?

� what do they sum?
� how do they perform the summation?

“The checksum is the 16-bit one's complement of the one's complement sum of…

…all 16 bit words in the header.” (IP)

…all 16 bit words in the header and text.  (TCP)

…a pseudo header of information from the IP header, the UDP header,

and the data,  padded  with zero octets  at the end (if  necessary)  to

make  a multiple of two octets.  (UDP)

…the ICMP message starting with the ICMP Type.  (ping/ICMP echo)
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Checksum?   what, exactly?Checksum?   what, exactly?

� what do they sum?

� how do they perform the summation?

“The checksum is the 16-bit one's complement of the one's complement sum of…

…all 16 bit words in the header.” (IP)

…all 16 bit words in the header and text.  (TCP)

…a pseudo header of information from the IP header, the UDP header,

and the data,  padded  with zero octets  at the end (if  necessary)  to

make  a multiple of two octets.  (UDP)

…the ICMP message starting with the ICMP Type.  (ping/ICMP echo)
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WhatWhat’’s s ““oneone’’s complements complement””??

� bitwise inverse

� binary NOT

� one’s complement of 0000 is 1111

� one’s complement of 1111 is 0000

� one’s complement of 1010 is 0101

� one’s complement of 1101 is 0010
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WhatWhat’’s s ““oneone’’s complement sums complement sum””??

� binary sum, plus 1 if a carry/spillover resulted

� 1000 plus 0001 is 1001

� 1000 plus 0111 is 1111

� 1000 plus 1000 is 10000, becomes 0000+1 or 0001

� 1000 plus 1111 is 10111, becomes 0111+1 or 1000

� 1101 plus 1001 is 10110, becomes 0110+1 or 0111
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““oneone’’s complements complement”” –– again, in hexagain, in hex

� bitwise inverse

� binary NOT

� one’s complement of 0 is F

� one’s complement of F is 0

� one’s complement of A is 5

� one’s complement of D is 2

� one’s complement of 33E9 is CC16
0011001111101001 1100110000010110
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� binary sum, plus 1 if a carry/spillover resulted

� 8 plus 1 is 9

� 8 plus 7 is F

� 8 plus 8 is 10, becomes 0+1 or 1

� 8 plus F is 17, becomes 7+1 or 8

� D plus 9 is 16, becomes 6+1 or 7

� C58B plus 82E6 is 14871, becomes 4871+1 or 4872

““oneone’’s complement sums complement sum”” –– again, in hexagain, in hex
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Example Example –– IP header checksumIP header checksum

trace file is dns.pcap, from Roman Dunaytsev’s site http://www.cs.tut.fi/~dunaytse/
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CC16133E8 -> 33E93405

1’s complement of resultFFE382E6

7CFD348B

14871 -> 487282E6

C58B0000*

C58B8011

457A0000

457A0042

45380038

45004500

cumulative 1’s 
complement sum

all the 16-bit words
in the header (but one!)

“16 bit one's complement of the one's complement sum of all 16 bit words in the header”

*packet trace shows CC16 here, but that value was unavailable

at calculation time (being its outcome), nor therefore available here
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Who is the IP header sender Who is the IP header sender 

and what does he send?and what does he send?

� inserts calculated result

into checksum field (6th

word) of header

� sends whole packet with

that header
IP
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Who is the receiver and what does Who is the receiver and what does 

he do with received header ?he do with received header ?

� adds up all its 10 words

� checks that sum is FFFF

� if not, discards packet

IP
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Why FFFF*?Why FFFF*?

� addition’s terms are header’s words

� checksum term, and the other 9 terms’ sum, are 
bitwise inverses (by deliberate design)

� bitwise inverses add up to 1 in each bit position

*FFFF is 1111111111111111*FFFF is 1111111111111111
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FFFF3405

CBFA82E6

4914348B

11488 -> 148982E6

191A1 -> 91A2CC16

C58B8011

457A0000

457A0042

45380038

45004500

cumulative 1’s 
complement sum

all the 16-bit words
in the header

Performing the checkPerforming the check
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What this mechanism doesnWhat this mechanism doesn’’t dot do

� check anything other than the IP header*

� correct wrong ones

*although, parenthetically, other checksum *although, parenthetically, other checksum 

mechanisms separately might. e.g., the mechanism in mechanisms separately might. e.g., the mechanism in 

udpudp, , tcptcp, or , or icmpicmp if one of them is involved.if one of them is involved.
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Further informationFurther information

� http://www.cs.tut.fi/~dunaytse/ website of 
Roman Dunaytsev at Tampere University of 
Technology

� Data Communications and Networking, 
Behrouz Forouzan, McGraw-Hill, Chapter 9 
“Error Detection and Correction”

� http://www.sbprojects.com/projects/tcpip/theo
ry/theory14.htm
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6F8C9073348B

1’s complement of result15BE7 -> 5BE882E6

D9013405

A4FC82E6

22160000

12215 -> 22168011

A2040000

A2045CBC

45480048

45004500

cumulative 1’s 
complement sum

all the 16-bit words
in the header

“16 bit one's complement of the one's complement sum of all 16 bit words in the header”

homework solution, 

hidden


