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DHCP as a language

spoken between pairs of programs

— adhcp client program, e.g., dnclient or winipcfg
— an dhcp server program, e.g., dhcpd

— they’re written specially to speak it

discussing server giving info it has, or gets,
to client

broadcast-response behavior
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DHCP message format

op | htype | hlen | hops
transaction identifier

seconds elapsed | flags

client IP address

your |P address

server |P address

router | P address

client hardwar e addr ess (16 bytes...

server host name (64 bytes...

boot file name (128 bytes...

options (variable...
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DHCP

Dynamic Host Configuration Protocol
— Allows "self-configuration" of computers
— DHCP server assigns | P address mask etc
RFC 951 and 1048 (BOOTP)

RFC 2131 and 2132 DHCP
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DHCP Transaction

Client - needs IP config Server supplies config

] ]
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BOOTP Packet

Primary fields of interest
— Client IP - If the client knowsits IP it putsit here

— Your IP - The IP address the server is offering the
client

— Server IP - The IP address of the server that generated
thisreply

— Gateway - IP of gateway for trans-router DHCP

— Client HW - MAC Address of client

© David Morgan 2003




Step 1 DHCP D

Client - sends Discover
All IP Fields 0.0.0.0
Client HW = MAC of client

]

Iscover

]
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DHCP Discover

Display  Tools

Edit

Capture

Help |

=

Source Destination

Titne

12.260000 cuisinart 265,255, 255,255 TP 342 THCP OFfer - Transaction ID O
13 12.260000 0.0,0,0 295,255, 255,259 NP 530  DHCP Reusst - Transaction ID 0xGFLLGG1S
14 12,260000 cuisinart 255,255,255, 255 IHCP 342 THCP ACK - Transaction 1D 0x5f115816

11
e115816

[ e —

Frame 11 {590 on wire, 590 captured)

Ethernet. 11
Internet Protecel, Src Adde: 0.0,0,0 (0,0,0.0), Dst Addr: 255.295,295,255 (255,255,255.255)

EllUser Datagram Protocal, Src Ports bootpe (68), Dst Port: bootps (67)
Source ports bootpe (E2)
Destination ports bootps (67)
Length: 556

Checksun: 0xf7eS (carrect)

B Bootstrap Protacol

Hessage tupe: Boot Request (1)
Harduare type: Ethernet
Harduare address length: B
Hops:

Transaction II: 0x5el15815
Seconds elapsed: 1024

T T

Yfour {elient) 1P address: 0.
Mext. server IF addresss 0.0,
Relay agent IP address: 0.0
Client harduare addresss on

L0,
0.
0,!
d

)

Boot File nane not given

Hagic cookie: (0K)

Uption 53: DHCP Message Tupe = DHCP Discover

Option 57: Haxinuw THCP Hessage Size = 548
Option B5: Parancter Request List

Uption 121 Host Hame = “thernador”

Option 511 IP Address Leass T

All IPs are 0.0.0.0.....

..broadcast destination MAC

ime = 12 hours

End Dption

Padding
N o I

— -t

0000 (Ff £F £F £f £F FF)00 d0 53 16 Bd 0 08 00 45 00 ., .uses YamoioEy S
0010 “SaudQ 00 00 40040 11 38 as 00 00 00 00 £f Ff  ,B,.0.B. Biivrsss
0070 _£¢ £FO0F4 00 43 07 5 7 af 01 01 0R 00 Fe 11 ifea 7

itter:|[bootp dhcp

.




Step 2 DHCP Offer

Client - may get more
than one offer

]
-

Server - replies with Offer
SAME TRANSACTION #
Client IP 0.0.0.0

Your IP = Offered IP
Server IP = Server IP
Client HW = MAC of client

]

© David Morgan 2003

DHCP Offer

File Edit Capure Display Tools

No[Time  [source [Destination Protocol |length [Info
T 17750000 0,0.0.0 755 755 Tsoover ~ Transaction 10 055
13 12,260000 0.0,0.0 255,255,255, 255 THP 530 IHCP Request - Transaction 1D DBFLLSELE
14 12,260000 cuisinart 255,255,255, 255 THCP 342 IHCP ACK - Transaction ID Ox5f115816

Frane 12 (342 on uire, 342 captured)
Ethernet I

Source port: bootps (67)

Destination port: bootpc (B8)

Length: 308

Checksuns 0x3cdB (correct)
E Bootstrap Protocal

Message type: Boot Reply (2

Hardware tupe: Ethernet

Harduare address length: 6

Hops: 0

Transaction 10: Ox5el1G816

Seconds elapsed: 1024

Internet. Protocal, Src Addr: cuisinart (10,100,13,101), Dst Addr: 255,255,205,255 (255,255,255,255)
Bl User Tatagram Protocal, Sre Port: baotps (67), Dst Port: baotpe (B8)

Client IP =10.100.13.200

i e

Client [P address: 0,0,0,0 (0,0,0,0)

Next server IF address: cuisinart (10,100.13.101)
Relay agent IP address: 0,0.0.0 (0,0,0.0)
Client harduare address: 00:d0:59:1636d:c0

bt i

Your (client) IP address: 10.100.13.200 (10.100,13.200)

Server IP =10.100.13.101

Boot file name not given

Magic cookiez (DK)

Option 53: DHCP Message Tupe = IHCP OFfer
Option B4: Server Identifier = 10,100,13,101
Option B1: IP Address Lease Time = 12 hours
Option 1: Subnet Mask = 255,255,255,0
Option 3t Router = 10,100,13.1

ittar:| [oootp dnep

End Option
Padding
] I
1
[0000#£ FF £F £F £F FF 00 a0 oo 3e o5 41 0B 00 45 00 ... .2.ALE. B
0010 01 48 00 00 40 00 40 11 21 dd Oa B4 0d B5 £F FF  H.B.E, 1..d.e,.
020 #% £ 00 47 00 44 01 74 3 4R 00 01 OR 00 Fe 1 .0 T4 Bt /

_1] Reset|[File: dhcp
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Step 3 DHCP Req

Client selects an offer and
responds with Request
SAME TRANSACTION #
All'IPs 0.0.0.0

Parameters in Request List

ues
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DHCP Request

L]

Server host nane not given
Boot, F1le nane not, given
Hagic cockie: (0K}
Option 53; THCP Hessage Tuype = IHCP Request
P S Lo o
B Option 55: Paraneter Request List

1 = Subret Hask

5 = Router

6 = Domain Nane Server

15 = Domain Hane:

28 = Broadzast Address

12 = Host Name

42 = Netuork Time Protocol Servers

48 = ¥ Window Systen Font. Server

49 = ¥ Uindow Susten Display Manager
Option 124 Host Name = “thermador”
Option 51: IP Address Lease Time = 12 hours
Option 541 Server Identifier = 10,100,13,101
Option 50: Requested IP Address = 10,100,13.200
Eod ot
Padding

Flle Edit Capre Display Tools Help
Time |source Destination Iength
Z0000 0,0,0,0 755, 755 %6 JACF Discover - Transaction 10 0:5el15816
12.260000 cuisinart 255,255,255 HCP Offer 1 0x5e 115816
ERT 255 955, 3 I THCP Fequest 1D 0;5fL15B16
14 12.760000 cuisinart 255,955,255, 255 NP 342 DHCP ACK - Transaction ID 0:5¢L15016
Transaction 10: 0<5L1GE16
Seconds elapsed: 1024
Broadcast flag: 9x0000
Client IP addresst 0.0,0,0 (0,0,0,0)
Your (client) IP address: 0.0.0.0 (0.0.0.0%
Next, server IF address: 0,0,0,0 (0,0,0,0)
Relay agent. IP address: 0,0,0.0 (0,0,0,0)
Client harduare address: 00:d0:59:16:6d:c0

A

FF FF £F FF £ FF 00 d0
02 40 00 00 40 00 40 11
£F FF 00 44 00 43 02 O

53 16 6d cO 08 00 45 00
38 ae 00 00 00 00 £F F
B eA 01 01 0R 00 GF 11

ifter:| [oootp.ancp

i =

/] Besei|[File: dhep
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Step 4 DHCP ACK

Server confirms request

]
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DHCP ACK

File Edit Capture Display Tools Help
No[Time |Source Destination [Protocal Jiength [info 1[*
1T 12,260000 0,0,0,0 55, 255, 255, 255 THCP 550 THCF Discover - action 101 TT501E
12 12,760000 cuisinart 255, 765, 755, 255 IHP 342 IHCP Offer - Transaction 1D 0xBell5els
13 12750000 0.0.0.0 255, 755, 755, 255 THP 530

JHCP Request - Transaction 1D 0x5f115816
TH Tr

rane 14 (342 on wire, 342 captured)
thernet 1

Source port: bootps (67)
Destination port: bootpc (68)
Length: 308

Checksunz 03848 (correct)

Bl Bootstrap Protacal

Hessage tupe: Boot Reply (2)
Hardware tupe: Ethernet

Harduars addess lengths &

Hops: 0

Transaction 1D; O<GF115816

Seconds elapsed: 1024

Broadeast flag: 0x0000

Client IP address: 0,0,0.0 (0,0,0,0)
Your
Hext server IP address: cuisinart (10,100,13,101)
Relay agent IF address: 0.0.0,0 (0,0,0.0)

Client harduare address: 00td0:B3:16:6dzc0

B Internet. Protocol, Src Addet suisinart (10,100,13,101), Dst Addr: 255,255,265.255 (255,255,255, 256)
ElUser Datagran Protocol, Src Port: bootps (67), Dst Fort: bootpe (68)

(client) IP address: 10,100,13,200 (10,100,13,200)

T
Boot file name not given

Hagic cookie: (DK}

Option 53; THCF Hessage Tupe = THCP ACK
Option 54: Server Idertifier = 10,100,13.101
Option 513 IP Address Lease Tine = 12 hours
Option L: Subnet Hask = 255,255,255.0
Option 31 Router = 10,100,13.1

Eod ot

Padding

[ e I

FF Ff £ Ff £F Ff 00 a0 oo 3e b 41 08 00 45 00
01 48 00 00 40 00 40 11 21 dd 0a B4 Od ES FF £F
FF FF 00 43 00 44 01 34 3R 4R 02 01 0R 00 &F 11

cavesars uRLEL
WHoBB Loudies
r.0.4 84

itter [bootp.dncp

/] Reset|[File: dncp

h‘\pL

)
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DHCPD

DHCP Server processis dhcpd

Set configuration in /etc/dhcpd.conf
Leases list in /var/lib/dhcp/dhcpd.leases
Set autorun with ntsysv
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minimal dhcpd.conf

a
File  Edit Settings Help

iz
i L

[reot@thermador rootl# more jetc/dhepd.conf
subnet 10.200.29.0 netmask 255.255.255.0 f
range 10.100.292.50 10.100.22.200;

}

Many, many, more options
option routers <ip address>

....would be used to specify a gateway
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dhcpd.leases
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