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TCP purposes and features

Basic datatransfer
Process-to-process multiplexing
Reliability

Flow control

Connections
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Transport purposes and features
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Basic data transfer method

Sending TCP

—“blocks’ (segments) the data stream

— gives each block its own packet (“segment”)
Receiving TCP

— reassembl es the blocks into original stream
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Multiplexed
“process-to-process” transfer

processes given identifying numbers (“ ports’)
| P address/TCP port pair is alocal “socket”

pair of sockets, one on each of 2 machines,
associated with a unique bilateral “connection”

packets between machines belong to a particular
one of the machines’ connections

overall packet flow contains separate flow for
each connection
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Reliability

problems with data

— damaged

— lost

— duplicated

— delivered out-of-order
solution

— Sending TCP

— number the data

— require acknowledgement
— resend unacknowledged

Recelving TCP

acknowledge good data
discard bad data
reassembl e by the numbers
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Flow control

Problem

— sending TCP might overwhelm receiving TCP

Solution

— constrain sender by requiring receiver’s
permission which data, by number range, may be

transmitted
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TCP connections

relability/flow control require state info

each TCP initializessmaintains it for each data
stream

connection ends, state info data structures
freed
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TCP packet (segment) header
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“Flag” bits

Checksur\ / urgent Paointer

4 ... next 500 octets

TCPflagsfield
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TCP Header
URG = urgent
' ACK= acknowled t
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Establishing a “connection”

client sends packet with SYN bit set

server returns packet with SYN & ACK set
client sends packet with ACK set

called “3-way handshake”

connection establishment’ s signature sequence
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3-way handshake

host1 host2

SYI\/: 1

~ 1‘ Ac\(zl

Time

sYN

ACK:l
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TCP - SYN

Edit  Capture  Display  Tools

Hel,

p

Destination Info

bt

http > 328

=1634990587

1i 0 Len=0 4B
Ack=1592481969 Win=32200 Len:

8752544 TEER=0 I}
=0 MSS=1400 TSW=75

T

=

Frame 13 {74 on wire, 74 captured)

Ethernst 11

Internet Protocol, Grc AddryZPhernador (10,100,13,138

B Transmission Control Protodgl, Src Port: 32825 (32826) 8
Source port: 32825 (3282
Destination ports http (80)
Sequence number; 1532481968 .
i 1 o CliENt Server

Bl Flags: 0x0002 (SVN)

= Congestion Window Reduced (CUR): Mot set

CN-Echoy Mot set

.0, ..., = Urgent? Mot set

vl ouos = Acknaowledgment: Mot set

SYN flag set indicates new
connection request

Addr:
lst. Port}

wou,google.con (216,239,39.100)
http (80), Seq: 1592481968, Ack: 0

PP

Window size: 5840
Checksuni 0xba02 (correct)
Bl Options: (20 butes)
Hascinun segment size: 1460 bytes

1

0000 00 a0 c5 €2 ee 16 00 d0 53 16 6d c0 08 00 45 00 ........ Y.noo.E.
0010 00 3c 7d 00 40 00 40 05 a5 7a 0a 64 0d 8a d3 ef  <}.2,0, ,z.d..,,
0020 97 Rd 80 29 60 G0 Ge eh RR h0 00 00 00 00 a0 07 'd 9.P* %

= o

[ e P

B

ilter: I(\p addr eq 10.100.13.135 and ip.addr eq 216.239.39.100) and (tcp.port eq 32825 a_ﬂ Reset] ’ File: google
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TCP - SYN/ACK

File Edi Caplure Display Tools
No[Tine  [Source Destination [Frotosal Jino
13 3000000 thernecor . g0031e.con TCP 32625 3 htte [51N] Se
145100000 _wuu on thernador T http TR
15 9.100000  thernador W, goog e, con TCP 32825 > http [ACK]
=i =
Bl Internet Protocol, Sre Addr: www.google.com (216,239,39,100), Dst Addr: thermador (10,100,13,138) &
Header length; 20 butes
B DifFerentiated Services Field: 000 (DSCP 0x00: Defaults ECH: 0x00)
Total Length:
Identification: 0xdlad
Flagst 0x0d
Fragnent offset: 0
Tine to live: 43
Protacol: TCP (0x06)
Header checksum: Oxefds (correct)
Source: wu.google.con (216,239,39,100)
Testination: thernador (10,100,13,138)
1 Transnission Control Protacal, Src Ports http (80), Dst Ports 32625 (30825), Sea: 169493067, Ack: 1592481989
Saurce port: hitp (8)
Destination port: 32825 (32825)
oo ST _
e me> 1592481969 Ack = next expected Seq
e Jerath: 40 b
BIFlags: 000 oA
0. . Congestion Window Reduced (CUR): Mot set.
= ECN-Echo: MNot set
g i
(= I
i,
[600 00 0 53 16 6d c0 00 a0 b cZ e 16 08 00 45 00 o, Vull s vovos s El
0010 00 % #1 24 40 00 31 05 oF o d of 27 64 0 B4 LCAEAL 1110
150500 i 00 Ko A0 79 FR 07 0 fh e ch WA R o0 15 L.P.Ge X /
iter [ [15.138 and ip adireq 21623533 108) and (op port eq 32825 and top port eq 60) /| Reset][File: google I
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TCP ACK

Flle Edit Capture Display Tools

Help
[ No[rime  [source Destination [Protacal [infa A
13 3,000000  thermador v google.con TP 32625 » vtp [5H] Soq=1592461968 Ack=0 WinG40 Len=y 551460 TSV=L6752344 TSER=O U
1l 14 3100000 w.gooale.con thernacor TP hittp > 32825 [STH, AOK] Seq:1634330587 Ack=159245: =0 H55: v
15 9.100000_th TP hitp [ 59 543905
T > /|
I =
B Internst Protocol, Sre Addr: thernador (10,100,13,138), Dst Addrs wow,gosgle,con (216,238, 39,100) S
Yersion: 4
Header length: 20 bytes
Differentiated Services Fieldt 0x00 (ISCP 0x00¢ Defaults ECH: 0x00)
Total Length:
Ldentificat ion: 0x7d0L
Flags: 0<04
Fragent offset: 0
Tine to lives 64
Pratocal: TEP (0x08)
Header checksunz 0xa58L (correct)
Sourcet thernadar (10,100,13,138)
Destination: wu.gooele.con (216.23.39.100)
B Transnission Control Protocsl, Sec Ports 32825 (3282), Dst Port: http (30), Seqr 1592491963, Ack: 1634990638
Source port: 32875 (30605)
T =
Saquence nunber 1532481963 w = 1592481969
Header Length: 32 bytes
B Flags: 0:0010 (ALK
v e.. = Congestion Window Reduced (CUR): Not sst
L0, = Syn: Mot set g
e eedd = Fin: Mot st
Uindow size: 5840 /
I I
-
[o000 00 20 5 o2 ee 16 00 0 59 16 6 o0 0B 00 45 00 P
o1 00 34 7d 01 40 00 40 06 a5 G 0a 64 0d Ba cB =F .4}
002077 Ad R0 33 00 50 Sk eh SR h1 RS 07 AD fr AD 10 3 /
iter|[13.138 and ip adr eq 216.239.35.100) ana (icp.port eq 52625 and tep port eq 60) /| Rese|[File: google
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TCP Is “stream oriented”

data transmitted during connection viewed as

one continuous stream
bytes are consecutively numbered

stream segmented into packets for transmittal
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File deconstruction

Into sequenced packets

a500,000-byte file

B N
datafor 1% packet data for 2™ packet
A N
e Yd N
17 /- //-

0 1 i 1000 1999 499,999

byte nymbers >, P I/
Packet’ s sequence number isthe sequence number assignments:
byte-stream number of the 1 18 packet — 0
data byte in the packet. 2nd packet — 1000

31d packet — 2000

etc
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Sequence numbers

Relative to byte stream, not packet series
Initial sequence number randomly chosen
— during connection setup handshake

— actual byte count does not start from zero
two number sequences

— TCP carries 2 flows (full-duplex)

— aseparate sequence for each flow/direction
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Acknowlegement number

also byte-stream relative
IS sequence number next-expected from partner
acknowledges receipt of all prior bytes
therefore called “ cumulative’ acknowlegement
acknowlegements are piggybacked
— client-to-server acks ride with server-to-client data
— server-to-client acks ride with client-to-server data
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Numbering example™
“C” keystroke in telnet)

Starting SEQs:

host1: 42 host1 host2
host2: 79 e e
() SE =,
= Datg=«rw
= c Host ACK s receipt of
“ “C", echoes back “C”
CK=
gQ:79‘ A
patee
Host ACKsreceipt of
“ e
%}

* Kurose & Ross, p. 234

Traffic control

Flow control

— adapt rate to partner’ s capacity

— depends on spare room in partner’ s receive buffer
Congestion control

— adapt rate to intervening path’ s capacity

— depends on “just-about-anything”
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Flow control: receive window

datafrom IP —»

receive buffer (fixed size)

A

- ™
receive “window” (variable size)
A
- ™
to
spare room TCP datain Sl:s(l:l;e;tlon g
buffer
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Partner given “willingness-to-accept”

spare room

TCPdatain
buffer

<«— nbytes ——»

Source Port \I

Destination Port

Sequen* Number

Acknowl Edgmlnt Number

off

[ulalrlRIS|F]

ta |
set} reserved |R|C|5|5|v|I]

|GIK[HITIN N

window

|
|
|
| Da
I
|
|

Checksum |

urgent Pointer

your data ...

next 500 octets
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Congestion control

cap sent-but-unacknowledged data amount
congestion limit can exceed flow limit

vary the cap per perceived network congestion
— cap more severely when packet loss rate rises

— relax cap when it drops
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TCP Socket

Connection defined by socket pair

— Combination of 1P address and port = socket
Client IP=10.100.13.138

Client Port = 32825

— Client Socket = 10.100.13.138:32825
Server |P =216.239.39.100

Server Port = 80 (HTTP Default)

— Server Socket = 216.239.39.100:80
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well-known TCP ports

20 - FTP Control
21 - FTP Data
23 - Telnet

25 - SMTP (Simple Mail Transport Protocol)

80-HTTP
110 - POP3
119 - Network News Transfer Protocol
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TCP connection teardown

host1 host2

FIN:]_, ACK:_l

Time

FneL, ACK

ACK:l
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FIN/ACK
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