Linux Networking: nc
-- network cat
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cat command — input-to-output

® best known as the file dumper
e but only if you give it a file, special case

e general case, copies standard input to
standard output

© David Morgan 2006




cat — input and output

Local

1 Tera Term - 192.168.3.2 ¥T
" File Eiit Setup  Control ‘Window  Help

[rootPrh root 1 cat

ello how are you?

ello how are vou?

[rootBrh root 1

[rootlrh rootlHf

[rootlrh root lH

[rootPrh root 1l cat

ello how are you?

ello how are you?

...and a second line this time.
...and a second line this time.
[rootBrh rootllt B
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cat and pipes — input and output

Local

m Input to cat becomes input to process.
process
— |cat ’

Output from process becomes the output.

a Term - 192.168.3.2 ¥T

File _Ejit Setup  Control  ‘Window  Help
[rootl@rh root1l cat | sort

ay
[rootBrh root 1t i
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cat and pipes — extended

Local

1]
process
= — [a]— [w]—

"1 Tera Term - 192.168.3.2 ¥T
Eile "EJE - Sctbp  Control Window Help Input to cat becomes il'lpllt to cat,

[rootBrh rootlH# cat | cat | sort becomes il'lpllt to process

pr Output from process becomes the output.

oy
[root@rh rootll
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net cat (nc) command

e network version of cat
e puts output of one to input of other trans-net

Server
(192.168.3.19)

2 B

step 2: step 1:

Client

nc 192.168.3.19 5600 nc -1 —p 5600

« . . . “run as a service, listen on port 5600”
Tun as a client, send any input to

port 5600 at 192.168.3.19 © David Morgan 2006




Comings and goings — nc places

input/source output/destination
local netcat’s stdin netcat’s stdout
network socket reads socket writes
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source-to-destination mapping

If it comes from: Then it goes to:

netcat’s stdin - a socket write

a socket read - netcat’s stdout
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nc — input and output

Local Remote

= - _
5 N _ {7 |nc —, | process /.%

Input to nc on local machine,

¥ Tera Term - 192.168.3.2 ¥T

; i transferred to remote side,

File Edt "Setup  Control  Window Help b . tt
Traotlrh root1# nc 192.168.3.19 5680 ccomes input to process.
ljan
feh "
mar M Tera Term - 192.168.3.19 V1 Output from process on remote]
32; File Edit Setup Control Window  Help machine’ is the Output there.
jun [root@U1 htmll#t nc -1 —p 56688 | sort
jul pr
[rootBrh root 1# Feh

an

jul

jun

ar

ay
[rootBU1 htmlli
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nc — local file on remote screen

Local Remote

"1 Ter. Input to nc on local machine,
File . Edit Setup Control Window Help .
[rootlrh rootlif cat testfile tranSferred to rem9te Slde’
becomes network input to

nc on remote machine.

[rootB@rh root 1t cat testfile | nc 192.168.3.1% 5688
[root@rh rootli Output from nc on remote
T Tera Term - 192.168.3.19 ¥T machine, is the output there.
Fle Edit ' Setup I. Cortrol Window  Help

[root@U1 htmll#ft nc -1 -p 5688

[rootBU1 htmll#
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local file to remote disk - poor man’s ftp

Local Remote

] @[] e

T Tera Term - 192.168.3.2 ¥T
File 'Edit_ Setup  Control  Window  Help

Input to nc on local machine,
transferred to remote side,
becomes network input to

nc on remote machine.

[rootBrh rootlH cat testfile ! nc 192.168.3.1%9 LeBB
[rootBrh rootl#

M1 Tera Term - 192.168.3.19 ¥T

Fil= gdit. _é_etup Control  Window  Help
[rootBEU1 htmll# nc -1 —p 5688 > testfile

[rootBU1 htmllH Output from nc on remote
[rootBV1 htmlll#t cat testfile

b machine, is deposited in a file
la test there.

[rootEV1 htmll#
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nc — server interaction

Local Remote

'\ —
|-I - = server

process

Input to nc on local machine, transferred to remote side,
becomes network input to server process.

Network output from server process, transferred to local side,
becomes output from nc.
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nc —interaction w/sample server

F1 Tera Term - 192.168.3.2 ¥T

'Eilellgdit Setup Control vindow Help
[rootErh rootlH nc 192.168.3.19 3344
i

®[rootlfrh voot 1l

U Tera Term - 192.168.3.19 ¥T
File Edit " Setup Cortrol  Window Help

[rootPU1l rootl#f cat serverd.c | grep port

sepruver_address.sin_port = htons(3344>;
[root@U1l pootlH

[rootBU1l rootllt .- serverd
Erver waiting
epver waiting
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nc — server interaction w/apache

era Term - 192.168.3.2 ¥T

=100] ]

File Edi Setup Control Window Help
[rootBrh root1#f nc 192.168.3.1% 88 ;I
GET ~index.html HITP-1.8

HITP-1.1 288 OK

Date: Tue, 18 May ZB@5 A7:35:87 GHMT

Berver: Apaches2.8.48 (Red Hat Linux>
Last—Modified: Tue, 18 May 2885 B7:34:46 GMI
ETag: "8@c73-49-9730b186"

1 Tera Term - 192.168.3.19 ¥T
Accept—Ranges: hytes

Content—Length: 73 Elle Edit Zetup Control Window Help
Connection: close

[rootBUL htmll# cat svar/wwu/html/index.html
Content-Type: text- html; charset=150-885%91 HTML> <BODY>
HTML> <BODY>

his is svar/wuwshtmlsindex.html{/H4>
~BODY> < HTML>
H4>This is svarsuwushtml/index.html<{/H4>
/BODY> < HTML>

[rootEU1 htmllH
[rootBrh rootl#

) Mozilla Firefox 5 =1ojx|

File Edit View Go Bookmarks Tools Help @

L] httpeffioz. 168,319, T <:ZI - IZ> - @ [;};

[y Latest Headlines

|| http://192.168.3.19/ | mahPR ; Sub Base on List. . | (%]

This is fvarfwwwhtmlindex. html
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telnet — interaction w/apache

1 Tera Term - 192.168.3.2 ¥T

Eile: gdut Setup Control Wwindow  Help

[rootBrh rootl# telnet 192.168.3.19 BA
rying 192_168.3.19...

onnected to 192.168.3.19.

scape character iz **1'.

ET sindex.html HTTP-1.8

TTP1.1 2688 OK

ate: Tue, 18 May 2885 BA7:42:48 GMT

erver: Apaches2.8.48 (Red Hat Linux>
ast—Modified: Tue. 18 May 2885 B@7:34:46 GMI
Tag: “88c?3-49-9738b18A"

ficcept—Ranges: bhytes

Content—-Length: 73

Connection: close

Content-Type: textshtml; charset=I150-8859-1

HTHML> <BODY:>
H4>This is svarswwuw/html/sindex.html</H4>
/BODY> </ HTML>

Connection closed by foreign host.
[rootBrh root1#

" Tera Term - 192.168.3.19 ¥T
File Edit Setup Control Window - Help

[rootBU1l htmll#t cat svar/vww/htmlsindex.html
HTHML> <BODY>

H4>This is svarwww html/index.html<{- H4>
/BODY > {/HTML>

[root@U1l htmll#
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Named pipes a.k.a. fifos

e special filesystem element
® processes can write or read as a file

® one process can “deposit” for another to
“withdraw”

e create with mkfifo
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This is interesting

nc -1 —p 2222 O</tmp/myfifo | <processing> 1>/tmp/myfifo
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Multiple versions

e Original (by Hobbit)
e BSD (Fedora 4)

—nc-1.78-2.1386.rpm
— http://www.openbsd.org/cgi-bin/cvsweb/src/usr.bin/nc/

e GNU netcat
— netcat-0.7.1-1.1386.rpm
— http://netcat.sourceforge.net/
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