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Linux Networking: Linux Networking: ncnc

---- network catnetwork cat

David Morgan
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cat command cat command –– inputinput--toto--outputoutput

� best known as the file dumper

� but only if you give it a file, special case

� general case, copies standard input to 
standard output
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cat cat –– input and outputinput and output

Local

cat
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cat and pipes cat and pipes –– input and outputinput and output

Local

cat
process

Input to cat becomes input to process.

Output from process becomes the output.
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cat and pipes cat and pipes –– extendedextended

Local

cat
process

cat

Input to cat becomes input to cat,

becomes input to process.

Output from process becomes the output.
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net cat (net cat (ncnc) command) command

� network version of cat

� puts output of one to input of other trans-net

Client
Server

(192.168.3.19)

step 1:

nc –l –p 5600

“run as a service, listen on port 5600”

step 2:

nc 192.168.3.19  5600

“run as a client, send any input to

port 5600 at 192.168.3.19”
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Comings and goings Comings and goings –– ncnc placesplaces

socket writessocket readsnetwork

netcat’s stdoutnetcat’s stdinlocal

output/destinationinput/source
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sourcesource--toto--destination mappingdestination mapping

netcat’s stdouta socket read           �

a socket writenetcat’s stdin �

Then it goes to:If it comes from:
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ncnc –– input and outputinput and output
Local Remote

nc nc process

Input to nc on local machine, 

transferred to remote side,

becomes input to process.

Output from process on remote 

machine, is the output there.
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ncnc –– local file on remote screenlocal file on remote screen
Local Remote

nc nc

Input to nc on local machine, 

transferred to remote side,

becomes network input to

nc on remote machine.

Output from nc on remote 

machine, is the output there.

process
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local file to remote disk local file to remote disk -- poor manpoor man’’s ftps ftp

Local Remote

nc nc

Input to nc on local machine, 

transferred to remote side,

becomes network input to

nc on remote machine.

Output from nc on remote 

machine, is deposited in a file 

there.

process >   file
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ncnc –– server interactionserver interaction

Local Remote

nc server

process

Input to nc on local machine, transferred to remote side,

becomes network input to server process.

Network output from server process, transferred to local side,

becomes output from nc.
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ncnc ––interaction w/sample serverinteraction w/sample server
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ncnc –– server interaction w/apacheserver interaction w/apache
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telnet telnet –– interaction w/apacheinteraction w/apache
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Named pipes a.k.a. Named pipes a.k.a. fifosfifos

� special filesystem element

� processes can write or read as  a file

� one process can “deposit” for another to 
“withdraw”

� create with mkfifo
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This is interestingThis is interesting

nc –l  –p  2222   0</tmp/myfifo |  <processing>   1>/tmp/myfifo
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Multiple versionsMultiple versions

� Original (by Hobbit)

� BSD (Fedora 4)

– nc-1.78-2.i386.rpm

– http://www.openbsd.org/cgi-bin/cvsweb/src/usr.bin/nc/

� GNU netcat

– netcat-0.7.1-1.i386.rpm

– http://netcat.sourceforge.net/


