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Plain vanilla port scanning—
survey a remote machine

try to open a TCP connection on a port
note response

repeat over many ports

repeat over many machines

but how do you know baseline behavior by
which tojudge?. .. (hint r.tfrfc)
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3-way handshake

connection establishment’ s signature sequence
client sends packet with SYN bit set

server returns packet with SYN & ACK set
client sends packet with ACK set
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What's SYN? what's ACK?

TCPflagsfield
A+t —+—+—+—+—+
|U|&|P|R|S]F]
|R|C]S|S|¥]|I]
|G KIH] T[]
s e e
TCP Header
URG = urgent
ource ar nation ar ACK: aCknOVVIMge’nmt
: : o Sequencl N erD}?(( : e : PSH = pUSh
RST = reset
‘ /fﬁ mm el ‘ SYN = synchronize
| Data | |ulAlR|R|S|F| : | L
| offset| Reserve d(\R\c\s\s\v\I\ ) window | FIN = finish
| | [GlKIH[TIN|N] |
| Checksur\ / Urgent Pointer |
| your data ... next 500 octets }

© David Morgan 2003




3-way handshake succeeds...

host1 host2

SYN:_l

Time

< Y N=1, ACK:l >

s
/| T

if this comes back...

...port in question is open
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3 port dispositions

i’ s open
or it’s closed.

otherwiseit’s “filtered”
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Test of ports that are open

send probe packet with SY N bit set
packet with SYN & ACK comes back
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Don’t have to shake back...

host1 host2

SYN=1

\

1, ACK=L

Time

SYN=

...port in question is open
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Send something else instead...

host1 host2

SYN:_l

Time

o=t AT

RST:]_

\>

...port in question is open
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Test of ports that are closed

send probe packet with SY N bit set
packet with RST set comes back

(but some implementations deviate; might be silent)

“...reset (RST) must be sent whenever a segment arrives
which apparently is not intended for the current connection.
...aresetissent in response to...SY Ns addressed to a
non-existent connection”  rfc793 p. 36
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3-way handshake fails...

host1 host2

SYN:_l

Time

rST=1, ack=t

...port in question is closed
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nmap —ST  (nmap’s “plain vanilla”)

TCP connect( ) scan: Thisisthe most basic form of
TCP scanning. The connect( ) system call provided by
your operating system is used to open a connection

to every interesting port on the machine. If the

port is listening, connect( ) will succeed,other-

wise the port isnt reachable. ...

This sort of scan is easily detectable as target

host logs will show a bunch of connection and error
messages for the services which accept( ) the con-
nection just to have it immediately shutdown.

from nmap man page
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nmap -sT 192.168.3.3 -p 24-25

executed from 192.168.3.2

“perform a TCP connect( ) scan on ports
24 and 25 of target 192.168.3.3"

FYI: target’s 24 is closed, 25 open

see capture file nmap-sT
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nmap -sT 192.168.3.3 -p 24-25

18]
File Edit Capture Display Tools Help
Mo . [Time  [Source [Destination [Protocol_in
1 0.000000 152.168.3.2 168.3.3 ICMP  Echo (ping) request
2 0.000108 192.168.3.3 .168.3.2 cMp echo (ping) reply
3 0.000160 152.168.3.2 .3.3 TP 35022 > B0 [ACK] Seq=2696037475 Ack=1650180607 Win=2048 Lens(
4 0.000208 152.168.3.3 3.2 TP 80 > 39022 [RsT] Seq=1650180607 Ack=1650180607 wi
5 152.768.5.2 2763 > 25 [Syn) BAT6032 ACK=0 WAN=o540 Le
6 0.310406 102.168.3.3 192.168.3.2 TP 25 > 2763 [SYN, ACK] Seq=1761363194 Ack=3426448033 Win=17520
7 0.310488 152.168.3.2 192.168.3.3 TP 2764 5 24 [SVN] Sef=3416222569 Ack=0 Win=3840 Len=0
8 0.310533 162.168.3.3 192.168.3.2 TP 24 > 2764 [RST, ACK] seq=0 Ack=3416222570 win=0 Len=0
9 0.310877 152.168.3.2 192.168.3.3 TP 2763 5 25 [ACK] Ser=3426448033 Ack=1761363195 win=5840 Len=0
10 0.311233 162.168.3.2 192.168.3.3 TP 2763 » 25 [RST, ACK] Seq=3426448033 Ack=1761363105 win=5840 L
K T -
EFrame 5 (74 on wire, 74 captured =
Ethernet II
@ Internet Protocol, src affr: 102.168.3.2 ¢102.19%¢7T.2), DsT Addr: 152.168.3.3 (192.168.3.
BTransmission Contral Prekocol, src Port: 2763 (2§k30, bst Port: 25 (25), Sem: 3426448032, 0, Len: 0
source port: 2763 (276
pestination port: 25 (25) -
sequence number: 3426448032 | t
Reader Tangtn: 40 byres en ver
BFlags: 0x0002 (SYN)
1] . = Congestion window Reduced (CwR): NOT set
ECH-Echo:
Urgent: Not set
acknowledgment: mot set H H
T T R e et SYN flag set indicates new
connection request
Checksum: Oxa7dd {correct)
options: (20 bytes)
= T
0000 00 40 05 a3 42 26 00 40 cO Lla a8 96 OB 00 45 00  .@..B&.. Y
0010 00 3¢ ca 72 40 00 40 06 28 3 ¢0 a8 03 02 €0 a8  .<.r@.@,
0020 03 03 0a ¢cb 00 19 cc 3b 72 aD 00 00 00 00 a0 02 .
0030 16 d0 a7 4d 00 00 02 04 05 b4 04 02 08 0a 00 01
0020 b8 d2 00 00 00 00 O1 03 03 00
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nmap -sT 192.168.3.3 -p 24-25

map-sT - Ethere.

File Edit Capture Display Tools

=18
Help

Mo.. [Time  [Source |pestination [Protocol[info
1 0.000000 192.168.3.2 192.168.3.3 ICMP  Echo (ping) request
2 0.000108 192.168.3.3 192.168.3.2 pai] echo (ping) reply
3 0.000160 192.168.3.2 .168.3.3 TcP 39022 > BO [ACK] Seq=2696937475 Acl
4 0.000208 192,168.3.3 .168.3.2 TcP 80 > 30022 [RST] Seq=1630180607 Ack=1630180607 Win=0 Len=
5 0.310236 19 168.3.3 TCP

2763 > 25 [5vN] Se

426448032 Ack=0 Win=5340 Lel

1 A 73
7 0.310488 192.168.3.2 .168.3.3 TcP 2764 > 24 [SYN] Seq=3416222560 Ack=0 win=5840 Lens @
§ 0.310533 102,168.3.3 (168.3.2 Tcp 24 > 2764 [RST, ACK] Seq=0 Ack=3416222570 win=0 Len=0
9 0.310877 192.168.3.2 .168.3.3 TcP 2763 » 25 [ACK] Seq=3426448033 Ack=1761363195 wWin=5840 Len=0 2
10 0311233 192.168.3.2 (168.3.3 Tcp 2763 > 25 [RST, ACK] 520=3426448033 Ack=1761363185 win=5840 L (@]
— 2
Frame & (78 on wire, 78 captur, £
Ethernet IT [
Internet protocol, src addf: 192.168.3.3 (199.166.3.3), Dpst Addr: 192.16%.3.2 Y192.168.3.2) :_T
B Transmission control protodQl, src port: 25 K25)NDst Port: 2763 (2763), seqpA7el3esisd, Ack: 3426448033, Len: 0
source port: 25 (23) U)
Destination port: 2763 (2763) . o]
sequence number: 1761363154 %r CI t
Acknowledgement rumber: 3426448033 ver en o
Header Tength: 44 bytes -~
EFlags: 0x0012 (SYN, ACK) —*
L] +v.. = Congestion window reduced (CwR): MOT set —~~
= ECN-Echo: Not set N
TrGeT Mo T
e cognent SYN and ACK l
flags set n
window size: 17520 (@]
Checksum: 0x7273 (carrect) ho]
Eoptions: (24 bytes) Ll
H | 8
0000 00 a0 O 1a a8 06 00 40 05 a3 42 26 08 00 45 00 K
0010 00 40 14 ¢6 40 00 80 06 5& 9¢ €O a8 03 03 O a8
0020 03 02 00 19 0a ch 68 fc 44 fa cc 3b 72 al ho 12
0030 44 70 72 73 00 00 02 04 05 h4 OL 03 03 00 OL O1
0040 08 0a 00 00 00 00 00 00 00 00 0L Ol 04

]

4 oo syt[ecrvar © cura lOrgan 2003

nmap -sT 192.168.3.3 -p 24-25

Ethereal 18]

File Edit Capture Display Tools Help

Mo . [Time  [Source [Desination [Protocol_ina

1 0.000000 152.168.3.2 197.168.3.3 ICUP  Echo Cping) request
2 0.000108 192.168.3.3 192.168.3.2 cMp echo (ping) reply
3 0.000160 152.168.3.2 192.168.3.3 TP 39022 > B0 [ACK] Seq=26096037475 Ack=1650180607 Win=2048 Len=(
4 0.000208 182,168.3.3 192.168.3.2 TP 80 > 39022 [RST] Seq-1650180607 Ack-1650180607 win-0 Len-0
5 0.310236 152.168.3.2 192.168.3.3 TP 2763 > 25 [SVN] Seq-3426448032 Ack=0 Win=5840 Len
6 0.310406 102,168.3.3 192.168,3.2 TP 25 > 2763 [SYN, ACK] Seq-1761363194 Ack=-3426448033 win=17520
7 0.310488 152.168.3.2 192.168.3.3 TP 2764 > 24 [SYN] Seq-3416222569 Ack=0 Wi Len=0
8 0.310533 102.168.3.3 192.168,3.2 TP 24 > 2764 [RST, ACK] Sen-0 Ac
0 2 T68.3.2 R 2763 > 25 4

. 311233 192.168,3.2 =3 2763 » 25 [RST,

K T -
Frame 9 (66 on wire, 66 capL =
Etharnet IT
Internet Protocol, src @

B Transmission Control P Src Port: 2763 Len: O

source port: 2783 (276
pestination port: 25 (25)
sequence number: 3426448033 ( :l
acknowledgement number : 1761363195
Header Tength: 32 bytes
EIFlags: 0x00L0 (ACK)
[ . = congestion window Reduced (CWR): NOT set
ECH-Echo: Not set
Orgent: NOT set
Acknowledgment: Set
e ACK flag set
Reset: Not set
= Syn: Not set
0 Fin: Not set
window size: 5840
Checksum: 0x280h {correct)
(12 hytes) L

[ T

G000 00 40 05 a3 42 26 00 a0 cO La a8 06 0B 00 45 00 Y

0010 00 34 ca 73 40 00 40 06 e8 fa cO a8 03 02 <0 a8

0020 02 02 0a cb 00 10 cc 3b 72 al &8 fc 44 fh 80 10

0020 14 d0 2& Ob 00 00 01 0L 08 0a 00 01 b& d2 00 00

0040 0o 00
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nmap -sT 192.168.3.3 -p 24-25

Client Server -
2

 — E—
— —— RSTand ACK 3
flags set 3
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nmap -sT 192.168.3.3 -p 24-25

Client Server

SYN flag set indicates new
< 4" Cconnection request
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nmap -sT 192.168.3.3 -p 24-25

o

>

«Q

=}

w

Server Client B

S — — X
e — —— RSTand ACK =
flags set a

(@]

© David Morgan 2003

Other scan variations (non-vanilla)

SY N scan (-sS)
stealth FIN (-sF)
Xmas tree (-sX)
null scan (-sN)
ping scan (-sP)
UDP scan (-sU)

see capture files nmap-sS, -sF, -sX, -sN, -sP, -sU
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What do the variants do?

-sSreplies RST instead of ACK
-sF sets FIN in initial packet

-sX sets FIN, URG, PSH

-SN setsno flagsin initial packet
-SP pings

-sU sends UDP packet

others
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OS fingerprinting

> <«— RedHat8 box (kernel 2.4.18-14)

—

O <+— Windows XP box (build 2600 service pack 1)

—
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Output of interest

nmap’slog (-oN <filename>)

a concurrent packet capture

each gives different info/perspective

— packet capture is fundamental/authoritative
—log isinterpretive
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Protocol deviations

O
linux box
24 isclosed
O 25 isopen
O
windows box @)
24isclosed — > — ——
25 isopen
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Protocol deviations

Theideaisthat closed ports are required to reply to your probe
packet with an RST, while open ports must ignore the packetsin
question (see RFC 793 pp 64). ...Unfortunately Microsoft (like
usual) decided to completely ignore the standard and do things
their own way. ...If the scan finds open ports, you know the machine
isnot a Windowsbox. If a -sF,-sX,or -sN scan showsall ports
closed, yetaSYN (-sS) scan shows ports being opened, you are
probably looking at a Windows box. Thisisless useful now that
nmap has proper OS detection built in. There are also afew
other systems that are broken in the same way Windowsis. They
include Cisco, BSDI, HP/UX, MV, and IRIX. All of the above
send resets from the open ports when they should just drop the packet.

from nmap man page
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