Bridging and (versus) routing
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Given this setup...

MIDDLE

ethl eth0 eth(

hub m I hub M
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. we want LEFT to ping RIGHT
and get a reply

MIDDLE

© David Morgan 2007

. 2 configs could make ‘em ping

eth0 ethl eth0 eth(

hub m I hub M

Routing

make 2 LANSs out of it (2 broadcast domains)
end-to-end connection achieved by routing the IP packets

Bridging
make 1 consolidated LAN out of it (single broadcast domain)
end-to-end by bridging the ethernet frames
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Info’s usual trans-layer itinerary

O
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Signals via hub (“ayer 1 device”)

.

computer A computer B




Frames via bridge (“layer 2 device”)

.

computer A computer B

Packets via router (“layer 3 device”)

computer A router computer B




Note, bridge scenario:
frame’s contained packet untouched

computer A

1. Two LANs —
routed connection end-to-end

Left Network — 200.2.2.150/24

/—/%

eth0 ethl eth0 eth0
| 2002.2.150  2002.2.151 [] 192.1683.1 192.168.3.2ﬂ
L B— ¢

%ﬁ—/

Right Network — 192.168.3.0/24
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Routed LANs — implementation

eth0 eth(
G 200.2.2.150 00.2.2. 92.168.3 192.168.3.2
3 f

=2

ifconfig eth0 192.168.3.
ifconfig eth1 200.2.2.15

ifconfig ethO 200 150 e . -

ifconfig ethO 192.168
route add -net 192.168.3.0/24 gw 200.2.2.151 ° , ]
Bl EW route add -net 200.2.2.0/24 gw 192.168.3.1
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Routed LANs — outcomes

ethl eth( eth(

22151 [] 192.1683.1 192.168.3.2 (=
== @00 o2

[root@CHANG ~]# ifconfig
eth0  Link enc:
inet addi
inet6 addr: fe80::2c0:4fff:fe3 9/64 Scope:

UP BROADCAST RUNNING PROMISC MULTICAST MTU:1500 Metric:1
<ship>

pe:Link

AULTICAST MTU:1500 Metric:1
<snip>
[root@CHANG ~]# route -n
Kernel IP routing table

Destination ~ Gate sk Flags Metric Ref ~Use Iface
192.168.3.0 M (U] 0 ethO

0 0 ethl
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Routed LANs — outcomes

eth0 ethl eth( eth(

! 20022151 7] 192.168.3.1 | 192.168.3.2 f=
[root@emach4 ~]# ifconfig
eth0  Link HWaddr 00:4 [root @rh root]# ifco:
inet ad 2 255 eth0  Link :
inet6 addr: fe80::240:caff:feb4:e3fc/64 Scopx K inet add| B 2
UP BROADCAST RUNNING MULTICAST MT! 0 UNNING MULTICAST MTU:1500 Metr
rs:0 dropped:0 overr X pack rrors:0 dropped:0 overruns:0 frame:0
dropped:0 overrur < rrors:0 dropped:0 overruns:0 carrier:0
ions:0 txqueuelen: 1000
RX bytes:25015 (24.4 Ki es:32463 (31.7 KiB)
Interrupt:18 Base address:0x6000

[root@emach4 ~]# route -n [root@rh root]# route -n

Kernel IP routing table Kernel IP routing table

Destination ~ Gateway Genmask Flags Metric Ref  Use Iface pegtination G;:te“ Genmask Flags Metric Ref  Use Iface
192.168 2 5 255.255.255.0 UG 0 0 ethf 192. 0 0 0 0 ethO

200 0.0.0.0 0 ethO 2 JG 0 0 0 ethO
[root@emach4 ~]# [root @rh root |#
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2. Single LAN —
bridged connection end-to-end

Sole Network — 192.168.3.0/2

eth0

G 192.168.3.99
w2

E:  physical NICs ethO/eth1 get no IP addresses
virtual NIC goldengate gets one (not two)
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Bridged LAN — implementation

192.168.3.1
solde

eth0 eth0

G 192.168.3.99 I 192.168.3.2 El

bretl addbr goldengate

bretl addif goldengate ethO
bretl addif goldengate ethl

ifconfig eth0 0.0.0.0 promisc up
ifconfig eth1 0.0.0.0 promisc up nfig ett
ifconfig goldengate 192.168.3.1
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Bridged LAN — outcomes

192.168.3.1

eth0 eth0

G 192.168.3.99 192.168.3.2 ﬂ
=
[root@CHANG ~]# ifconfig
eth0  Link enc thernet HWaddr (J() CO:4F:
inet6 addr: fe80::2c0:4fff:
UP BROADCAST RUNNING PROMISC MUI TICAST MTU:1500 Metri
<snip>

ethl ink r 00:02:B3:41:86:F9
:202:b3ff:fe41:86f9/64 Scope:Link
UP BROADCAST RUNNING PROMISC MULTICAST MTU:1500 Metri
<snip>

goldengate Link er
inet addr 19:
inet6 e80: ’0’ b3ff:fe41:8 8
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
<snip>

[root @CHANG ~]# route -n
Kernel IP routing table
Gateway Genmask Flags Metric Ref
.0 0.0.0.0 00U 0 O 0g
2CHANG ~#
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Bridged LAN — outcomes

192.168.3.1

eth( O eth(

G192.168.3.99 192.168.3.2 ™
[root@emach4 ~]i# ifconfig
eth0 Linke i

inet6 addr. fe
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

[root@emach4 ~J# route -n inet add 192.168.3.255 N .
T S UP BROADCAST RUNNING MULTICAST MTU:1500 Metri
Destination ~ Gateway Genmask Flags Metric Ref Use Iface ackets:170 errors:0 dropped i

192.168.3.0  0.0.0.0 255.255.255.0 U 0 O 0 eth0 i«

[root@emach4 ~]#

[root @rh root]# route -n

Kernel IP routing table

Destination ~ Gateway Genmask Flags Metric Ref Use Iface
192.168.3.0  0.0.0.0 0OuU 0 0 0 ethO

Bridged LAN —
conceptual physical equivalent

eth0

goldengate

. ethO/eth1 interfaces pulled
. goldengate interface inserted

. hub fashioned from old ethO/eth1 hardware
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Who's sending to whom, and what

- the fields that give a clue -

ethernet sources and destinations
IP sources and destinations
IP’s header checksum

“A checksum
time to live), th

header is processed.” rfc

IP’s time-to-live
“This field is modified in internet header processing. ...every module that
processes a datagram must decrease the TTL by at least one...” rfc 791

ICMP/ping’s message checksum

ping’s itinerary by router”

non-
identical

Reguest
ethernet source
ethernet destination
IF source
IP destination
IP checksum
IP tirne-to-live
ICMP checksum

Reply
ethernet source
ethernet destination
IP source
IP destination
IP checksum
IP time-to-live
ICMP checksum

00:40:ca:bd:e3:fc
00:02:b3:41:86:
200.2.2.150
192.168.3.2

ackB

64

9cha

00:02:b3:41:86:
00:40:ca:bd:ed:fc
192.168.3.2
200.2.2.150

WMIDDLE

eth1

00:40:ca:bd:e3:fc
00:02:b3:41:86:/
2002.2.150
192.168.3.2
achB

64

9cha

00:02:b3:41:66:1
00:40:ca:bd:e3:fc
192.166.3.2
200.2.2.150

eth0

00:c0:4f:5e:35:69
00:60:08:96: ab: b2
200.2.2.150
192.168.3.2

ads6

B3

9cha

00:60:08:96:ab: b2
00:c0:4f5e:35.69
192.168.3.2
20022150

the header only. Since some header fields change (e.g.,
mputed and verified at each point that the internet
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00:c0:4f:5e35:69
00:60:08:96: ab: b2
200.2.2.150
192.168.3.2

ads6

K]

9cha

00:60:08:96:ab: b2
00:c0:4f5e:35.69
192.168.3.2
200.2.2.150

*data from Wireshark capture © David Morgan 2007
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ping’s itinerary by bridge”

MIDDLE

. . oldengate
identical . 2

Request
ethemet source 00:40:ca:hd:ed fc 00:40:cabd e3fc  00:40:cabd:edfc  00:40:cabdied:fc 00:40:cacbd:ed fc
ethernet destination  00:B0:08:96:ab:b2 00:60:05:96:ab:b2  00:60:08:96:ab:b2  00:60:08:96:ab:b2 00:60:08:96: ab: b2
IP source 192.168.3.99 192.168.3.93 192.168.3.99 192.168.3.99 192.168.3.99
IP destination 192.168.3.2 192.168.3.2 192.168.3.2 192.168.3.2 192.168.3.2
IP checksum b2{3 b2f3 b2i3 b2i3 b2f3
IP time-to-live B4 B4 64 B4 B4
ICMP checksum 91d0 91d0 91d0 91d0 91d0

Reply
ethemet source 00:60:08:96:ab: b2 00:60:08:96:ab:b2  00:60:08:96:ab:b2  00:60:03:96: ah:h2 00:60:08:96:ah: b2
ethernet destination  00:40:ca:bd:edifc 00:40:cacbdiedifc  00:40:cabdiedfc  00:40:cabdied:fc 00:40:ca:bd:ed:fc
IP source 192.168.3.2 192.168.3.2 192.168.3.2 192.168.3.2 192.168.3.2
IP destination 192.168.3.99 192.168.3.99 192.168.3.99 192.168.3.99 192.168.3.99
IP checksum feld fe14 fc14 fel4 fc1d
IP time-to-live B4 B4 64 B4 B4
ICMP checksum 95d0 99d0 95d0 95d0 95d0

*data from Wireshark capture © David Morgan 2007

A doubtful baseball analogy—
infield cutoff man

e Routing is like...
— shortstop catches the ball from the outfielder
— turns and makes a second, relay throw to the catcher
— the throw caught by the catcher is the shortstop’s

e Bridging is like...
— shortstop sees the outfielder’s throw strong and true
— stands aside to let it go through on the bounce
— the throw caught by the catcher is the outfielder’s
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You don’t like my analogies? OK.

Routing is like...
bridge machine catches the incoming packet
makes a new (slightly) modified one

Bridging is like...
— bridge machine is indifferent to the incoming frame
— copies frame between interfaces without touching it

— the frame received by the destination enpoint is the source endpoint’s
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Don't just take it from me...

“An ethernet bridge is a device commonly used to connect different networks
of ethernets together, so that these ethernets will appear as one ethernet to the
participants.

‘“Each of the ethernets being connected corresponds to one physical
interface in the bridge. These individual ethernets are bundled into one
bigger ('logical') ethernet, this bigger ethernet corresponds to the bridge
network interface....

‘“Each bridge has a number of ports attached to it. Network traffic coming in
on any of these ports will be forwarded to the other ports transparently, so

that the bridge is invisible to the rest of the network...”

-- manpage for linux bretl command

© David Morgan 2007
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Windows similarly - prebridge

2 interfaces (aka “adapters”) to start with:

=

Qe - ©Q I3 ) ssarch

| fddress | € Network Connections

Hame Status
Network Tasks LAN or High-Speed Internet

'J Create a new conneckion

) Set up s home or small
" office nstwork

Y wireless Metwork Connection LAN ar High-5peed Inter...  Enabled
<alocal Area Connection LAN ar High-5peed Inter.,,  Enabled

Device Mame

Linksys Wireless-G PCI Adapter
Realkek RTLE139 Family PCI Fast Ethernst MIC
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Windows — creating the bridge

combine them into a bridge:

" Network Connections

Flle Edit “iew Favorites Tools Adwanced Help

QEack -O- & ) search Foiders | (111

Address | & Network Cannections

| Name Status
Network Tasks __LAN or High-Speed Internet

[E] Create anew

LAM or High-Speed Inter...  Enabled
comnection

#3 Setup ahome or small =l or High-Speed Inter... Enabled
~ office network.

&, Repair the selected
connections

Other Places

@ Control Panel
&3 My Network Places
1) My Dacuments

Device Mame

Linksys Wireless-G PCT Adaptar
Realtek RTLE139 Family PCI Fast Ethernet NIC
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Windows - postbridge

new “Network Bridge” interface subsumes the 2 interfaces

<

Qe - O I ) sesrch Folders | [133]

address | & Network Connections
Mame

Network Tasks Network Bridge

Status Device Name

ISl Create & new cannection 2 Network Bridge (Metwork Bridge)  Nebwork Bridge Enabled MAC Ericlge Miniport

%@ 5etup & home or smal L Local Area Connection
office network

Y wirelsss Network Connaction

See Also

Network Bridge Enabled, ...  Realtek RTL8139 Family PCI Fast Ethernet NIC
Network Bridge Enabled, ...  Linksys Wireless-G PCI Adapter
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Bridge “absorbs” interfaces

- —— ==
L Local Area Connection Properties
General | Authentication

Connect using:

E8 Realtek RTLS133 Family PC| Fast Ethemnet MIC

i adapter is part of the: Network Bridas—Po remave this adapter

3 Bt oainy bridge settings, right-click the
Network. Bridge. and then click Properties.

[ Showicon in natification area when connected

— r— — )
E]@ -L Wireless Network Connection Properties @E

General | wirgless Netwarks | Authentication

Caonnect using:

BE Linksys Wireless-G PCl Adapter

T addapter is patt of the Metwork Bridge—Fn remave this adapter

& e BT o T fedity Dridge settings, right-click the
Metwork Bridge, and then click Properties.

Show ican in natification area when connected
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