
1

© David Morgan 2003,2004

Linux Networking:Linux Networking:

Relationships among ProtocolsRelationships among Protocols

David Morgan

© David Morgan 2003,2004

WhatWhat’’s with all these s with all these 

protocols?protocols?

Ethernet

PPP

ICMP

IP

TCP

…ETC
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ProtocolsProtocols

� have published, characteristic frame or 
packet structure

– “payload” section to hold data carried

– “overhead” section (header and/or trailer)

� header usually holds indicator of payload

– number

– type

– port

– code
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IP packet structureIP packet structure

Source Address Destination Address

IP’s Data Payload

Protocol

Number
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Ethernet frame structureEthernet frame structure

Source HWddress Destination HWddress

Ethernet’s Data Payload

Type

Packet Checksum
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PPP frame structurePPP frame structure

flagcontroladdressflag

01111110checkPPP’s data 
payload

protocol000000111111111101111110

12 or 4variable1 or 2111 byte
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TCP segment structureTCP segment structure

Source Port Destination Port

TCP’s Data Payload
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ICMP packet structureICMP packet structure

ICMP-type Code Checksum

ICMP’s data payload
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How do protocols relate?How do protocols relate?

Ethernet

PPP

ICMP

IP

TCP
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Their payloads are each otherTheir payloads are each other

Ethernet PPP

ICMP

IP

TCP

medium

UDP

Apple

Talk
ARP

IP

Apple

Talk IPX

HTTP
SMTP FTP

echo

reply host un-

reachable

time

exceeded

physical

data link

transport

network

application
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Example exchangesExample exchanges
(following)(following)

� browsing a website using a modem

� pinging another host on a common LAN
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an IP implementation

a PPP implementation

a phone cable

network

layer

data link

layer

physical

layer

PPP exchange

analog signaling

IP packet

PPP frame

transport

layer

application

layer

an IP implementation

a PPP implementation

a phone cable

IP packet

PPP frame

a web/http browser a web/http server

HTTP session
HTTP command HTTP command

a TCP implementation a TCP implementation

TCP packet TCP packet
TCP exchange

IP exchange
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an IP implementation

an ethernet

a cat5/10BaseT cable

network

layer

data link

layer

physical

layer

IP exchange

ethernet exchange

baseband signaling

IP packet

ethernet frame

transport

layer

application

layer
a ping implementation

an ICMP

an IP implementation

an ethernet

ICMP packet ICMP packet

IP packet

ethernet frame

TCP exchange

a cat5/10BaseT cable

an ICMP


