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hping is a command-line oriented TCP/IP packet assemblerfanalyzer. The interface is inspired to
the ping(8) unix command, but hping isn't only able to send ICMP echo requests. It suppors
TCP, UDP, ICMP and RAW-IP protocols, has a fraceroute mode, the abiy to send files
between a covered channel, and many other features =

News! Hping3 will he released for late December 2003, thanks to advanced scripting
features it will malke possible to create a mumber of applications to perform automated security
tests, TCPIIP test suite, prototypes of new ideas about firewalling, IDS, NAT, litle scripts as
iproof of concept of security vulnerabiliies and so on. Read more about hping3 here

[Please support the hping 2 and 3 development making a donation. Especially if you are using

hping in your company, don't miss the opporhunity to help the hping3 release -~ it will help your
work much more.

Make aDanation

download from the “hping 2.0.0 release candidate 2” link
to get tarball hping2.0.0-rc2.tar.gz

installation is smooth and uneventful

call as“hping” or “hping2” but “man hping2” (not hping)
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hping —c 1 192.168.3.3

=100 x{
File .Edk Setup Control Window Help
[rootBPEMACHL rootl# hping —c 1 192.168.3.3
PING 192.168.3.3 <eth® 192.168.3.3>: NO FLAGS are set. 48 headers + B data hyta
len=46 ip=192.168.3.3 tt1-128 id-331 sport-0 flags-RA seq-0 win-8 rtt=-0.6 ms
— 192.168.3.3 hping statistic ——
packets tramitted, 1 packets received. B2 packet loss

d—trip min‘avg/max = B.6/0.6/0.6 ns
[rontEEﬂﬁCHl root I1#

@ <capture > - Ethereal

—[&(x
File Edit Capture Display Tools

Mo . |Time Source

Help
Destination Protocg

n
G @ Ack=1483365077 win=0 Lan=0

T T 7
2 0.000110 192.168.3.3

talksto port O

with no flags eset i
@Frame 1 (60 on wire, 60 captured) Ao gets L 0t

@ EThernet IT
@ Internet Frotocel, Src Addr: L

&
: L168.3.4 (192.168.3.4), Dst Addr: 192.168.3.3 (192.168.3. 3@0n%
BTransmission control Protocg) src Port: 1810 (1810), Dst Port:

0 (0}, seq: 1483365077, Ack: 2087907366, Len: 0
Source port: 1810 (1810
pestination port: O

seguence number: 1454365077

Header Tength: 2oMytes
EFlags: 0x0000 ()

window size: 512

Checksum: oxffal Ccorrect)
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hping —a 100.1.1.1 192.168.3.3

o Tera Term - 192,168,

NT 1ol x|
Fle Edit Setup Control Window Help

[FﬂﬂtEEHRCHI root I hping —c 1 —a 188
PING 192.168.3.3 (ethl 192 168.3.3>:

1.1.1 192.168.3.3 B
NO FLAGS are set, 48 headers + @ data byte

—— 192.168.3.3 hping statistic ——
packets tranitted, 8 packets reocived, 188z packet log

ound—trip minfavg/max = 0.0-0.8-8.
[rootBEMACHL root1ft W

Sport closed” reply goesto
spoofed address (of course!)

<capture> - Ethereal

File Edi Capture Display Taols
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Helg
K [Potocl [inn

TCP

Source

Destination

1040 » 0 [] 5e0-209214934 Ack=895038692 win-512 Len=0
T .

ags0 Ack=200214934 win=0 Len=0
TP

gateway...

thernet I1
nternet Protocol, src Add

@ 140
says “can’t
102.168.3.2 (192.168.3.2), D5t Addr:

1 192.168.3.3 (192.168.3.3)

3 (pestination unreachahle
: 0 (Network unreachable)
Checksum: 0x25¢8 (correct)
@ Internet Protocol, Src Addr: 192.168.3.3 (192.168.3.3), pst Addr: 100.1.1.1 (100.1.1.1)
B Transmission control protocol, src port: O (0), Dst Port: 1040 (1040), seq: O, ack: 200214934, Len: O
Source port: O (0)
Destination port: 1040 (1040)
sequence number: O
Acknowledgement number : 200214034
Header Tength: 20 hytes
Bl Flags: 0x0014 (RST ACK)
window size:
Checksum: 0x18c5 (correct)
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Raw IP mode: hping -0

2 Tera Term - 192.168.3.4 ¥T I
File Edit SE00R - _thindow  Help

=0l

LrootPEMACHL ruut]ﬂ hping —c 1 —@ 192.168.3.3
PING 192.168.3.3 <eth® 192.168.3.3)>: raw IP mode set

—— 192.168.3.3 hping statistic ——
packets tramitted, O packets recelued 18087 packet loss
—-trip minsavgs/max = 0.0-0.0-0.0 m
[rontEEHﬂCHl root IH

- 28 headers + B data hytes_]

File Edit Capture Display Tools

o, . | Time Source

Destination Protocol | Info

IP's payl oad

EFrame 1 (60 on wire, 60 captured)
Ethernet I
IRt A

A
MaWFnrmed Packet TCP]

26 00 40

00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 o
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hping —0 —e signature

5 Tera Term - 192.168.3.4 ¥T ] 3}
Eile . Edie | setup Control Window Help

LrootBPEMACHL rootl# hping —c 1Sge "Greetings from Malpheus" 192.168.3.3 _]
PING 192.168.3.3 (ethd® 192.168. T 9+—saw IP node cat—piFeaders + 23 data hyte

—— 192 .168.3.3 hping statistic ——

packets tramitted. B packets rece1ued 188x packet loss
—trip ninsavgs/max = B.6-0.8-B.08 m:

[ruutEENHCHl root 1t |

your arbitrary data

o mnsoe-meen
File Edit Capture Display Tools

=lsix|
Help

Source

rame 1 (60 on wire, 60 captured)
thernet TT
nternet Protocol, Src Addr: 192.168.3.4 (192.168.3.4), Dst Addr: 192.168

3.3 (192.10
ransmission Control Protocol, Src Port: 18290 (18200), DST Port: 25057 (

68.3.3)
5057), Sec: 1053066500, Ack: 1031503218, Len: 42¢

Destination port: 25957 (25957)
Seduence number: 1953066500
Next sequence number: 1853066598
Header Tength: 24 bytes
®Flags: 0x006d FIN, RST, PSH, URG, ECN)
Yintawaiae: Foa

incorrect, should be 0x36b6)
6

“malformed” TCP??
...not TCP at all!

0600 GO 40 05 a3 42 26 00 40 05 a3 as bf 08 00 45 00
0610 G0 2b 45 7= 00 00 40 05 53 £7 <0 38 03 04 <O 3
0020 3 D 65 65 74 69 e 67 73 20 66 72 6f 6d
o650 o041 WME RGN B 6

ol
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ICMP mode: hping —1

issues | CM P-- echo request by default_’>©

(so getsecho reply in return)
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hping —1 —C icmptype
O

/

issuetype 11 (ttl exceeded) instead of echo request
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UDP mode: hping -2
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Want a packet that’s not
“malformed”™? -- so form one

must know the proper form (i.e., binary
content) of the type of packet you want

must composeitin afile
hping —E will use your file content
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hex2bin — binary file maker

comes with hping
in hping2-rc2/utils directory

converts ascii representation of hex
(“ff002€”) into binary
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Fashion a legal, binary dns query

<+— this

produces

that, in “file’

‘
|

cf. equivalent C program, Network Troubleshooting Tools, p. 228
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hping —2 —p 53
O >

[ ]

contains a preconstructed dns query in binary a nameser ver

— =

getsareal response
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port scan

something like
hping -S -¢c 1024 -p ++0 -i u10000 192.168.3.2
grep for “flags=SA” for open ports
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