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a packet injection tool
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Installation

� download from the “hping 2.0.0 release candidate 2”  link
� to get tarball hping2.0.0-rc2.tar.gz
� installation is smooth and uneventful
� call as “hping”  or “hping2”  but “man hping2”  (not hping)
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hping –c 1 192.168.3.3

talks to por t 0
with no flags gets reset in 

response
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hping –a 100.1.1.1 192.168.3.3

“ por t closed”  reply goes to 
spoofed address (of course!)

gateway… … says “ can’ t”
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Raw IP mode: hping –0

IP’s payload
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hping –0 –e signature

your  arbitrary data

as IP’s payload

“ malformed”  TCP??
…not TCP at all!
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ICMP mode: hping –1

issues ICMP-- echo request by default
(so gets echo reply in return)
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hping –1 –C icmptype

issue type 11 (ttl exceeded) instead of echo request
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UDP mode: hping –2
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Want a packet that’s not 
“malformed”?  -- so form one
� must know the proper form (i.e., binary 

content) of the type of packet you want
� must compose it in a file
� hping –E will use your file content
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hex2bin – binary file maker

� comes with hping
� in hping2-rc2/utils directory
� converts ascii representation of hex 

(“ ff002e”) into binary
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Fashion a legal, binary dns query

cf. equivalent C program, Network Troubleshooting Tools, p. 228

this 

produces 

that, in “ file”
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hping –2 –p 53

contains a preconstructed dns query in binary a nameserver

gets a real response
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port scan

� something like 
� hping -S -c 1024 -p ++0 -i u10000 192.168.3.2
� grep for “ flags=SA” for open ports


