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Modular Arithmetic For RSA Cryptography

Definition. Congruence Modulo n. Leta and b and n denote any three integers. To say a is

congruent to b modulon, written a = b (modn), means there exists an integer  such that
a—b==Fk-n.

Theorem. If j denotes any integer and if a = b (modn) then (a + j) = (b + j) (modn)
and (a — j) = (b — j) (modn).
In other words, the same integer may be added or subtracted from both sides of a congruence to
create a new congruence.
Proof: Since a = b (mod n) there exists an integer & such that (a — b) = k- n. Next,
(a+j)—(b+j)=a+j—b—j=a—0b=k-n. This last equation implies
(a+7) = (b+7) (modn).
Similarly, (a —j) —(b—j)=a—j—b+j=a—0b=k-nandthis implies
(a —j) = (b—j) (modn).

Theorem. If j denotes any integer and if a = b (modn) thena-j=0b- j(modn).
In other words, the same integer may be multiplied on both sides of a congruence to create a new
congruence.
Proof: Since a = b (mod n) there exists an integer & such that (a — b) = k- n. Next,
(a-j)—(b-j)=(a—=0b) -j=kn-j= (kj)-n. This last equation implies
a-j=0b-j(modn).

Corollary. If j denotes any integer and if & denotes a nonnegative integer and if a = b (mod n)
thena - 5* = b - j* (modn).
Proof: Apply Theorem| 3 |k times with the multiplier equal to j each time.

Corollary. If k denotes a positive integer and if a = b (mod n) then
a® = b* (mod n).
Proof: Note that (a — b) is always a factor of a* — b* so that there exists an integer j such that
we may write a* — b* = (a — b) - j = (kn) - j = (kj) - n. Now this last equation
implies a* = b* (modn).

@ Corollary. If p(x) denotes any polynomial with integer coefficients and if a = b (modn) then

p(a) = p(b) (mod n).
In other words, the same polynomial may be applied to both sides of any congruence.

Proof: Apply Theorems[ 2 |and[ 3 |and Corollary [ 5 | multiple times to build up to the
polynomial on both sides of the congruence.



Theorem. Modular arithmetic is reflexive, symmetric and transitive so it is an equivalence
relation.
1) a = a(modn).
2) If a = b(modn)then b = a (modn).
3) If a = b(modn)and b = ¢ (modn) then a = ¢ (mod n).
Proof: 1) Notethata —a=0=10"n.

2) Assume (a —b) = k-n. Then (b —a) = (—k) - n.

3) There exist integers k and j such that (a — b) = k-nand (b — c¢) = j-n. Now,
a—c=(a—b+b—c)=(a—b)+(b-c)=k-n+j-n=(k+j) -nand
this last equation implies a = ¢ (modn).

Theorem. If a = b(modn)and ¢ = d (modn) then (a + ¢) = (b + d) (modn) and
(a—c)=(b—d)(modn).
In other words, modular equivalences may be added or subtracted.

Proof: (a —b) =k-nand (¢ —d) = j-nsothat
(a+c)—(b+d)=(a—-b)+(c—d)=k-n+j-n=(k+j) - nandthis last
equation implies what we need to establish the first part of the theorem. The second part
issimilar; (a—¢)—(b—d)=(a—b)—(c—d)=k-n—j-n=(k—7j) - n.

@ Theorem. If a = b (modn) and ¢ = d (modn) thena - ¢ =b-d(modn).
In other words, modular equivalences may be multiplied.
Proof: (a —b)=k-nand(c—d)=j n.
(a—b)-c+(c—d)-b=ac—bc+cb—bd = ac—bd.
But we may also write (a —b) - ¢+ (¢ —d) - b= (kn) - ¢+ (jn) - b
= (kc + jb) - n which means ac — bd is a multiple of n.

Theorem. If a = b (mod m) and a = b (mod n) and if m and n are relatively prime then
a = b (modmn).

Proof: We can assume there exist integers j and k suchthata — b = jm and a — b = kn.
Since m divides into a — b, we know m divides into kn, but since m and n are
relatively prime we conclude m divides into k. Thus there exists an integer [, such that
k = ml. Finally,a — b = kn = (ml)n = [(mn). This last equation implies
a = b (modmn).

Theorem. Every integer n is congruent modulo 9 to the sum of its own digits.
Proof: Consider that 3548 = 3 - 10% + 5 - 10? + 4 - 10 + 8 which shows this integer can
be written as a special polynomial value. Next, note that 10 = 1 (mod 9) and this in turn
implies 10" = 1 (mod 9) by Corollary [ 5 ] Thus by Theorem 3-10% = 3 (mod 9)
and 5-10? = 5 (mod 9) and 4 - 10 = 4 (mod 9). Also, 8 = 8 (mod 9). Now applying
Theorem we just add congruences to get3548 = (3 + 5+ 4 + 8) (mod 9). What has
just been demonstrated with the integer 3548 could be done with any integer.



Theorem (Cancellation Law for Modular Arithmetic)

Proof:

If ac = be (mod n) and if ¢ and n are relatively prime then a = b (modn).

There exists an integer k such that ac — be = kn. c¢(a — b) = kn. Since n divides the
right side of this last equation it also divides the product ¢(a — b) on the left. Since ¢ and
n are relatively prime we conclude that » divides into (a — b) alone. There exists an
integer j such that a — b = jn. Thismeans a = b (mod n).

Theorem. Fermat's Little Theorem.

Proof:

If p is prime and p is not a factor of a then a?~! = 1 (mod p).
Consider the special set{a -1, a-2,a-3,...,a(p—1)}. We claim that this set of p — 1
integers consists of distinct representatives of nonzero equivalence classes modulo p.
First we show that if 1 < k£ < p — 1, then we cannot have ak = 0 (mod p). For this
would imply that ak — 0 = np for some integer n. ak = np. Since a and p are
relatively prime this last equation implies that p divides into k. But this is impossible
because 1 < k < p — 1. So none of the integers in the above special set is equivalent to
0 modulo p.
Next we will establish that no two of the elements in this special set are congruent to
each other modulo p. For suppose jand k are suchthat 1 < k < 5 < p — 1 where
aj = ak (mod p). Then for some n, aj — ak = np. a(j— k) = np. Since a and p
are relatively prime this last equation implies p divides into (j — k). But this is
impossible because 1 < j—k < p—1.
As a set of representatives of equivalence classes, the above special set could be replaced
by the simpler set {1,2,3, ..., (p — 1)}. Now lets write {ry, 79,73, ..., 7,1} for these
simplest of p — 1 remainders in a possibly different order where for all 7,
1<r,<p-1,and

a-1=rmr (modp)

a-2=ry(modp)

a-3 =rs(modp)

a-(p—1) = rp—1 (mod p)

p—1
Note that [][r; = (p — 1)!. Finally, taking products and applying Theorem @ multiple
i=1

times we have
(a-1)(a-2)(a-3)--(a(p— }2) =71y -7r9- T3 Tp_1 (Mod p)
a?1(1-2-3---(p—1)) = ];[lr, (mod p)

a’~! - (p—1D!'= (p—1)! (mod p)
Now apply Theorem and divide by (p — 1)! after noting that (p — 1)! is relatively
prime to p. Then we have a?~! = 1 (mod p).



Corollary. If n is not a multiple of ¢ and n?~! # 1 (mod q) then ¢ must be composite.
Proof: By contradiction. Assume ¢ is prime. Then by Fermat's Little Theorem we would

have n?~! = 1 (mod q) which is a contradiction to the second hypothesis.

Definition Euler’s Phi Function. Let n denote any positive integer. ¢(n) denotes the number of
integers not exceeding n that are relatively prime to n.

Remark: We would normally just say ¢(n) is the number of integers less than n that are
relatively prime to n. The reason for saying "not exceeding n" is so that ¢(1) = 1.

Theorem. (Euler ¢-function Evaluation #1)
If p is prime then ¢(p) = p — 1.
Proof: Since p is prime, every integer less than p is relatively prime to p.

Theorem. (Euler ¢-function Evaluation #2)
. . 1
If pis aprime then ¢(p*) = p* — p*1 = pH(1— =) = p" ' (p— 1) = " 'o(p).
p
Proof: All the integers less than or equal to p”* are relatively prime to p* except those that are

multiples of p. Consider 1p, 2p, 3p, ..., p*~'p. Thus there are p*~! of these. Thus we

. 1
have ¢ (p*) = p* — (# multiples of p less than p*) = p* — p*~1 = pF (1 — ]—9> =

Pip—1)=p"o(p).

Theorem. (Euler ¢-function Evaluation #3)

Proof:

If p and q are distinct primes then

‘ f ' 1 1
oW - %) = o(p") - (q™) = plig™ <1 ) 1_9) <1 } 5)
Let n = p*1¢*. Note that p and ¢ are the only prime factors of n. Except for the

multiples of p and the multiples of ¢ and the multiples of pq, all the integers less than n
are relatively prime to n. Note that ;—ﬁ = # of multiples of p that are less than n. % =

# of multiples of ¢ that are less than n. % = # of multiples of pq that are less than n.
Now the only two complications are that some of the multiples of p also include all the

multiples of pq and some of the multiples of ¢ also include all the multiples of pq.

So we calculate ¢(n) =n — > — &+ 7.~ We have subtracted all the multiples of pq

twice and we have added all the multiples of pq back once, so the net effect is to subtract
all the multiples of pq once. Now we can factor out n and write ¢(pk1qk2) =

O (0 R SR )



Theorem. (Euler ¢-function Evaluation #4)

Proof:

Let py, po, p3, - .., pr De some of the primes that divide evenly into any positive integer n.
Then the number of positive integers less than or equal to n that are not divisible by any

i 1
Ofpl:p?vp?n cee s Pk is given by n- H (1 — _>
i=1 bi

Use induction on k. If £ = 1 we only assume n is divisible by the prime p. Now all
integers less than n can be considered to be not divisible by p, except those integers that

are multiples of p. However, — is the number of multiples of p that are less than or equal

1Y . .
ton. Son— = = n(l — —) is the number of integers less than or equal to n that are
p p

not divisible by p. This establishes the result when k& = 1.
Now assume that when any integer is divisible by the primes p;, ps, ps, ..., pj, then the
number of positive integers less than or equal to that integer that are not divisible by any

of p1, p2, p3, ..., pj is given by the product of that integer with ﬁ <1 — pl) That is, we
i=1 i

assume the result is true whenever j < k.

Let n denote any integer that is divisible by pi, po, p3, ..., pj, pj+1. All the integers less

than or equal to » can first be split into two disjoint subsets, those that are relatively

prime to p;, p2, ps, ..., p; and those that are NOT relatively prime to py, p2, ps, ..., p;.

Next, consider all the multiples of p;,; that are split across the two main subsets just

described.

multiples of
allintegers less than Pi+
orequalto

relatively prime to
P.P2.P3.--. . 0

NOT relatively prime to
P1.P2.03. - . 15

To determine all the integers less than or equal to n that are relatively prime to all of
D1, P2, D3, - -, Dj, Pj+1 We first count the number of integers less than or equal to n that
are relatively prime to p1, p, ps, ..., p;. This count is too high for ¢(n) because it
includes multiples of p;;;. So we simply subtract from this first count the multiples of
pj+1 that are also relatively prime to pi, p2, ps, ..., p;. See the above figure.



. . . . J 1 .
The first count, by the induction assumption, isn - [ | <1 — —). Next, the multiples of
i=1 bi
pj+1may be listed as: 1-pji1,2: pjr1,3 - Djs, .-, ﬁ - pj+1- Now the positive
: : ; y :

integers among those just listed that are not multiples of any of p;, p2, ps, ..., p; are the
ones in which the coefficients of p;;,, thatis, 1,2,3,..., ﬁ are not divisible by any
- J

of p1, p2, p3, ..., p;. But by the induction assumption this number is

L.ﬁ(1_%>. Finally,¢(n):n-ﬁ(1—%) _L'ﬁ(l_i) -

J 1 1 il 1
n - 1— =) {1—-—Y4L—p. 1—=).
E ( Di > { Pj+1 } H ( Di )

Theorem (Euler ¢-function Evaluation #5)

Proof:

i m

. . . . 1
If p11p§2p’§3- --pln is the unique prime factorization of n then ¢(n) = n - [] (1 — —)

1 pi
m
= o =n),
b

Apply Theorem after noting that py, pa, ps, .. ., pm are all and the only primes that

)

divide inton. The second equation is established by writing ¢(n) = prl (1 — —)
=1 ()

and applying the distributive law.

Theorem (Euler ¢-function Evaluation #6)

Proof:

If m and n are relatively prime then ¢(mn) = ¢(m) - ¢(n). - '
Let " p§? ph*- - -plie denote the unique prime factorization of m and let ¢]' ¢ ¢J*- - -¢"
denote the unique prime factorization of n. Then by Theorem we may write

p(m-n) = ¢(pi'py’py* Pl - q' @ g} q)) =

L . a 1 b 1
P pyipst ke ' @ al - q) 1’[1(1 - 5) 11 (1 _ _> _
1= (3 i=1

7

b ke k a ]_ .. . . b 1
p11p22p33.‘.p§u . H 1 — ]7 . q{lqézqggng . H 1 — — =

i=1 i=1 qi

¢(m) - ¢(n).



Theorem. (Euler) If a and n are relatively prime then a®™ = 1 (modn).
Proof: Note that this Theorem is a generalization of Fermat's Little Theorem in light of

Theorem when n is a prime number.
The set {0, 1,2,...,n — 1} contains representatives for distinct equivalence classes that
exist modulo n. From this set we remove 0 and we keep only the positive integers that
are relatively prime to n and less than n. There are ¢(n) of these and we may write
(label) the new reduced set as {ri,72,73,...,7¢(n) }-
Now consider the special set {a - r1,a - 72,0 -73,...,a - 714, }.  We claim that
no two members in this last set are congruent to each other modulo n. For if j # k
buta - r; = a-ry (modn) thena - r; — a - rj, = bn for some integer b. Then
a(rj — ry) = bn. nis a factor of the right side of this last equation which means n is
a factor of the left side. But since a and n are relatively prime we conclude that
r; — 1, = cn for some integer c. This of course means r; = 7, (mod n) and this
is impossible because the r; represent distinct equivalence classes.
Now since all the r; as well as a are relatively prime to n, so are the ¢(n) integers
{a-ri,a-ry,a-13,...,a 14, } all relatively prime to n. But this implies that as
a set of representatives of equivalence classes the set {a - r1,a - ro,a-73,...,a - 7o)}
could be replaced by the simpler set {ri,ro,73,...,7¢(n)}-
Lets write {s1, s2,53,..., 840, } @S a possible re-ordering of the set {7y, 72, 73,..., 7450}

where
a-ry = s; (modn)
a-r9 = sy (modn)
a-r3 = s3(modn)
a - Tym) = Sg(m) (Mmodn)
6(n) o) _ _ _
Note that [][r; = s;. Finally, taking products and applying Theorem @ multiple
i=1 =1

times we have

(a . Tl)(a . 7"2)(& . 7‘3)"'(@ . T¢(n)) =53] 89- 83"'8¢(n) (mOdn)

(n)
[Ir: (modn)
=1

@ . [ =

¢(n) o0
i=1 i

¢(n)
Now apply Theorem and divide by [] r; after noting this product is relatively
i=1

prime to n because each r; is relatively prime to n. Then o™ = 1 (modn).



Theorem. (Wilson) If pis prime then (p — 1)! = —1 (mod p).
Proof: By Fermat's Little Theorem a’~! = 1 (mod p) where p is not a factor of a.

Remark:

Remark:

By Theorem|[ 2 | we can subtract 1 from both sides to get a?~' — 1 = 0 (mmod p).
Now ifa =1,2,3,...,p— 1then

a1 —1=(a—1)(a—2)(a—3)(a—(p—1))(mod p).

p—1
Now leta =0toget —1 = []—i (modp)
i=1

—1=(=1)""(p—1)! (mod p)

Now since p is prime, pis odd, or p = 2. If pis odd, then p — 1 is even and then we
have —1 = (p—1)! (modp). If p=2thenwe have (2—-1)!=1= —1 (mod?2)
because 1 — (—1) = 2. So in either case we get (p — 1)! = —1 (mod p).

For any integer a and a large integer n, it is easy to compute a” ! (mod n) by

using what is called a fast exponential algorithm that is based on repeated squaring.
For an example of this technique, go to the author's homepage web site and dowload
the paper titled An Efficient Algorithm For Computing Large Integer Powers of any
Base.

For any large integer n that has only two large prime factors of nearly the same size
it is extremely time-consuming and difficult to find the prime factors of n.

Remark: The RSA cryptographic system may be described as follows.

1) Generate at random two 100+ digit prime numbers, call them p and q.
2) Calculate n = p x gq.
3) Calculate ¢p(n) = (p—1)(¢g—1)=pg—p—q+1=n—(p+q)+1.
4) Forget the values of p and ¢ that were used to generate n.
5) Generate at random a large integer e < ¢(n) such that e is relatively prime
to ¢(n).
6) Calculate the multiplicative inverse of e modulo ¢(n) and call this number d.
Note that de = 1 (mod ¢(n)). Since e and ¢(n) are relatively prime, by
Euler's Theorem we know e?(®(™) = 1 (mod ¢(n)). This result guarantees
there exists a positive integer k such that e* = 1 (mod ¢(n)). We can then let
d = "1, Note that & can be found by simply calculating powers of e using the fast
exponential algorithm until the first one is found that is equivalent to 1 (mod ¢(n)).
7) The public enciphering key is the pair (n, e).
8) The secret deciphering key is the pair (n, d).
9) The plain text P is broken down into a sequence of block numbers B;, all the same
size. If this size is M then we require 1 < M < n. The simple table shown on the
next page is an example of how to encode letters as numbers.
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A simple table for converting letters to numbers.

Letter | encoded number
01
02
03
04
05
06
07
08
09
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
space 27

N[ <|X| S|<|C|H|»| DO|B|lo|Z|Z|r| X|l«|—|IT|®| N m Ol O|m >

10) The enciphering transformation is C; = (B;)“ (mod n) where each B; is a block
number of plain text and each C; is a block number of cyphertext. Note that anyone
can encipher any text since both e and n are part of the public key and the
enciphering algorithm is also publicly known.

11) The deciphering transformation is B; = (C;)” (mod n) where each B; is a plaintext
block and each C; is a cyphertext block. Note that only the holder of the private key
pair (n, d) can decode cyphertext.



Remark: The following explains how and why the RSA deciphering algorithm works.

First we will prove that for all integers I we must have I = I (mod n).

Since ed = 1 (mod ¢(n)) we know there exists an integer £ such that
ed—1=Fk-¢(n)=k(p—1)(g—1).

We claim that for all integers I we must have 1° = I (mod p) and that

I°“ = I (mod q). We will first establish this claim for the prime p. A similar
argument can be used to establish the claim for the prime q.

Let I denote any integer. By Fermat's Little Theorem we know 177! = 1 (mod p)
provided I is relatively prime to p. This implies I = I (mod p) because we can
multiply both sides of the congruence by I. Now if I is not relatively prime to p then
we would have I = kp for some integer k. Then,

I" — I = (kp)? — kp = [kPpP~! — k] - p which is a multiple of p so that

I? = I (mod p) whether I and p are relatively prime or not.

We have shown that for all integers I, I? = I (mod p). Now divide both sides

by I to get I»~Y) = 1 (mod p). Now raise both sides to the power of k(q — 1)

and we have [I(P—l)]k(q_l) = 1¥4=1 (mod p). Simplifying both sides yields

I°=1 =1 (mod p). Finally, multiply both sides by I to get I°’ = I (mod p).

Now having established for all integers I that I°¢ = I (mod p) and I°’ = I (mod q)
we next use the fact p and ¢ are relatively prime to each other to conclude by Theorem
that 1/ = I (modn) where n = pq.

Now under the encyphering algorithm, if C; = (B;)° (mod n) and then if this same C; is
sent to the deciphering algorithm then we would calculate

()" = (B)°)" = (B;)™ = B; where all calculations are carried out modulo n and the
last congruence is based on the above identity that 7/ = I (mod n) for all integers 1.

Remark: The security of the RSA cryptographic system is based on two facts. The first is that
knowing n and e do not allow you to determine the value of d. Second, since you
know n, it would be relatively easy to find d if you could just factor »n to determine the
primes p and q. However, no one has a found a time-efficient way to factor n when n
has only two very large prime factors.

10



